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Configuration

The features and functions of the D-Link Metro Ethernet Managed Switch can be configured for optimum use
through the Web-based user interface.

Web-based Management

After you log in, you will see the screen below:

DGS-1100-10/ME
100 Link

3 o
Building Networks for People

- ~ ® Tools -~ @ OnlineHelp & Logged in F, anonymous

* DGS-1100-10/ME

(-8 System vice || ion 0 Sa o
(- Configuration
- QoS Device Information
-5 RMON Device Type DGS-1100-10ME ¥1.00.002  System Time 00:03:11 01 01 2013
ﬁ : azm’o";’mg Systern Name Systern Up Time 0 days, 0 hours, 3 mins, 7 seconds
@ f@LoP System Location MAC Address DE-AD-BE-EF-01-02

System Contact IP Address 10.90.90.90

Boot Version 0.09.03 Subnet Mask 255.0.00

Firmware Version ¥1.00.002 Hardware Version Al

Default Gateway 0.0.0.0 Serial Numher 1MB1733K0000A

Login Timeout (minutes) 5

Device Status and Quick Configurations
Function Tree

SNMP Status Enabled Seftings Paort Mirraring Disabled Seftings
802.1X Status Disabled Settings QinQ Settings Disabled Settings
802.1Q Management VLAN Disabled Seftinus Safeguard Engine Enabled Seftings
DHCP Client Disabled Settings IGMP Snooping Disahled Seftings
Jumbo Frame Disabled Settings Power Saving Disabled Seftings

Main Configuration Screen

Figure 4.1 — Web-based Management

The above image is the Web-based Management home page. The three main areas are the Tool Bar on top,
the Function Tree, and the Main Configuration Panel.

The Tool Bar provides a quick and convenient way for essential utility functions like firmware upgrade and
configuration management.

By choosing different functions in the Function Tree, you can change all the settings in the Main
Configuration Screen. The main configuration screen will show the current status of your Switch by clicking
the model name on top of the function tree.

At the upper right corner of the screen the username and current IP address will be displayed.

Under the username is the Logout button. Click this to end this session.

\‘ NOTE: If you close the web browser without
clicking the Logout button first, then it will be seen
as an abnormal exit and the login session will still
be occupied.

Click on the D-Link logo at the upper left corner of the screen to be redirected to the local D-Link website.
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Tool Bar > Save Menu

The Save Menu provides Save Configuration and Save Log functions.
‘m Save ~ *{ Tools
Save Configuration
Save Log

Figure 4.2 — Save Menu

Save Configuration
Select to save the entire configuration changes you have made to the device to switch’s non-volatile RAM.

_Save Config. O ssfeguard |

Please press the hutton to save the config of device. Save Config

Figure 4.3 — Save Configuration

Save Log
Click Backup Log to save the log entries to your local drive. A pop-up message will prompt you for the file
path. You can view or edit the log file by using a text editor (e.g., Notepad).

Savelog O Serepeers |

Backup Logta file Backup Log

Figure 4.4 — Save Log

Tool Bar > Tool Menu

The Tool Menu offers global function controls such as Reset, Reset System, Reboot Device, Configuration

Backup and Restore, System log Backup, Firmware Backup and Upgrade.

Bave ~ % Tools +~ R

Reset System

| Reboot Device

Configuration Backup & Restore

System log Backup

Firmware Backup & Upgrade
Figure 4.5 — Tool Menu

Reset System
Provides three different reset options for the Switch. All configuration settings in non-volatile RAM will reset
to factory default and the Switch will reboot.

Rese System 0 ssresusrs,

Reset System:
* Reset system. (Reset everything.)
Reset system exclude system IP. (Reset everything but keep system IP address)
Reset system exclude YLAN and system IP. (Reset everything but keep system IP address and VLAN configuration.)

L Apply |

Figure 4.6 — Tool Menu > Reset System

Select a reset method and then click Apply to reset the system.

Reboot Device
Click Reboot to restart the switch.
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Reboot device O Ssfeguand,

Are you sure you want to proceed with the system reboot? Ifyes, click the "Reboot" button.
Reboot

Figure 4.7 — Tool Menu > Reboot Device

Configuration Backup & Restore

Allow the current configuration settings to be saved to a file (not including the password), and if necessary,
you can restore configuration settings from this file. Two methods can be selected: HTTP or TFTP.

Conﬂ'guralion Backup and Restore O Ssfeguapd
© HrTP
Backup current settings to file :
Restore saved settings from file : FEFEE
O TFTP
TFTP Server IP Address :l ® IPvs
—
TFTP File Narne ]

Backup current settings to file :
Restore saved settings from file :

Figure 4.8 — Tool Menu > Configure Backup and Restore

HTTP: Backup or restore the configuration file to or from your local drive.
Click Backup to save the current settings to your disk.

Click Browse to browse your inventory for a saved backup settings file.
Click Restore after selecting the backup settings file you want to restore.

TFTP: TFTP (Trivial File Transfer Protocol) is a file transfer protocol that allows you to transfer files to a
remote TFTP server. Specify TFTP Server IPv4 or IPv6 Address, and TFTP File Name for the configuration
file you want to save to / restore from. The maximum Telnet Server connection is 4.

Click Backup to save the current settings to the TFTP server.

Click Restore after selecting the backup settings file you want to restore.

Note: The Switch will reboot after
restoring the saved backup settings are
applied. All current settings will be lost.

System Log Backup

Allow the current logs to be saved to a file (not including the password), and if necessary, you can restore
logs from this file. Two methods can be selected: HTTP or TFTP.

System Log Backup O Ssfeguard
el HTTP
Backup current log to file : i Backup
TFTP
I
TFTP Server IP Address :
[ IPv6
TFTP File Name L 1]
Backup current settings to file : Backup

Figure 4.9 — Tool Menu > System Log Backup

HTTP: Click Backup to save the current log to your local drive.
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TFTP: TFTP (Trivial File Transfer Protocol) is a file transfer protocol that allows you to transfer files to a
remote TFTP server. Specify TFTP Server IPv4 or IPv6 Address, and TFTP File Name for the configuration
file you want to save to / restore from.

Click Backup to save the current log to the TFTP server.
Click Restore after selecting the backup log file you want to restore.

Firmware Backup & Upgrade

Allow for the firmware to be saved, or for an existing firmware file to be uploaded to the Switch. Two methods
can be selected: HTTP or TFTP.

Firmware Backup and Upgrade 0 Safeguard

e HTTP
Backup firmware to file : Backup

Upgrade firmware from file : BiEas [RREER
Upgrade

I

[ IPv6

TFTP

TFTP Server IP Address :

TFTP File Name
Backup firmware to file :

Upagrade firmware from file :

Figure 4.10 — Tool Menu > Firmware Backup and Upgrade
HTTP: Backup or upgrade the firmware to or from your local PC drive.
Click Backup to save the firmware to your disk.
Click Browse to browse your inventory for a saved firmware file.
Click Upgrade after selecting the firmware file you want to use.

TFTP: Backup or upgrade the firmware to or from a remote TFTP server. Specify TFTP Server IPv4 or IPv6
Address and File Name for the configuration file you want to save to / restore from. The maximum Telnet
Server connection is 4.

Click Backup to save the firmware to the TFTP server.

Click Upgrade after selecting the firmware file you want to restore.

| CAUTION: Do not disconnect the PC or remove

£2%  the power cord from device until the upgrade
completes. The Switch may crash if the firmware
upgrade is incomplete.

Tool Bar > Online Help

The Online Help provides two ways of online support:
Online Help O Ssfeguard

® online Support Site
Please click "Apply" to go to the D-Link online support site.

O User Guide
Please click"Apply' to open a window and display the user guide.

Figure 4.11 — Online Help

D-Link Support Site: This will re-direct you to the D-Link website where you can find online resources such
as updated firmware images.

User Guide: This can offer an immediate reference for the feature definition or configuration guide.
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Function Tree

All configuration options on the switch are accessed through the Setup menu on the left side of the screen.
Click on the setup item that you want to configure. The following sections provide more detailed description
of each feature and function.

* DGS-1100-10ME =-f& Configuration E-fi@ QoS [=-§@ Monitoring

8 {4& System
= System Settings
=) DHCP Auto Configuration
[=-{g Port Configuration
= Port Settings
= Port Description
=] Port Error Disabled
=-{4 IPv6 Settings
= IPv6 System Settings
= IPv6 Default Gateway €
= IPv6 Neighbor Settings
[=-{# SNMP Settings
=] SNMP Global State
=] SNMP User Table
= SNMP Group Table
=] SNMP View Table
= SNMP Community Tab
=] SNMP Host Table
= SNMP Engine ID
= SNMP Trap Settings
=] User Accounts
= MAC Address Aging Time
=) ARP Aging Time Settings
=] PPPOE Circuit ID Insertion
= YWeb Settings
= Telnet Settings
= D-Link Discover Protocol ¢
= Ping Test
= Trace Route
= MAC Notification Settings
[=-{# System Log Configuration
= System Log Settings
= System Log Server
= Time Profile
= Power Saving
= [EEE802.3az EEE Settings

= 802.1Q VLAN
=1 802.1Q Management VLAN
=1 802.1Q VLAN PVID
[SRFgelljle]
= QinQ Settings
=4 IGMP Snooping
= IGMP Snooping
= IGMP Access Control Se
= Host Table
=& MLD Snooping
. MLD Snooping Settings
= MLD Host Table
= ISM VLAN Settings
= Jumbo Frame
= Port Mirroring
= Loophack Detection
=4 SNTP Settings
= Time Settings
=) TimeZone Settings
E-{& DHCP Relay
=) DHCP Relay Global Setl
=) DHCP Relay Interface S
= DHCP Local Relay Settings
=] DHCPv6 Relay Settings
[=-{4 802.3ah EthernetlLink OAM
.2 Ethernet OAM Port Settir
= Ethernet OAM Event Cor
=@ DULD
=] DULD Port Settings
=4 Multicast Forwarding & Filte
2 Multicast Forwarding
= Multicast Filter Mode
= IP Multicast Profile Settir
=) Limited Multicast Range
= MAX Multicast Group Set

=] Traffic Control
= Bandwidth Control
= QoS Settings
E-f& RMON
= RMON Basic Settings
= RMON Ethernet Statistics
=] RMON History Control Cot
=] RMON Alarm Configuratio
=] RMON Event Configuratiot
E-§@ Security
= Safeguard Engine
(-4 Port Security
= Port Security Settings
= Port Security FDB Entny
B-§#802.1%
= 802.1X Settings
= 802.1X User
= Radius Accounting Sel
= 802.1X Authentication |
= 802.1X Guest VLAN
£l MAC Address Table
= Static MAC

-3 Statistics
= Session Tahle
=] CPU Utilization
=1 Memory Utilization
= Port Utilization
= Packet Size
=-{@ Packets
= Transmitted(T3)
= Received(R:)
= UMB_Cast{Rx)
=4 Errors
= Received{Rx)
= Transmitted(T3)
=) Cable Diagnostics
= System Log
= Browse ARP Table
=44 Ethernet OAM
= Browse Ethernet OAM
= Browse Ethernet OAM
=44 Port Access Control
=1 RADIUS Authenticatio
=1 RADIUS Account Cliet

= Dynamic Forwarding T =4 LLDP

£ Access Authentication Cor
= Authentication Policy S
= Application Authenticat
= Authentication Sever G
= Authentication Server
= Login Method Lists
= Enable Method Lists
= Local Enable Passwot

= Traffic Segmentation

= LLDP Glohal Setting

= Basic LLDP Port Settings
= 802.1 Extension LLDP Pc

= 802.3 Extension LLDP Pc
= LLDP Management Addre

= LLDP Statistics Tahle
= LLDP Management Addre

=] LLDP Local Port Table

= LLDP Remote Port Table

Figure 4.12 —Function Tree

Device Information

The Device Information provides an overview of the switch, including essential information such as firmware
& hardware information, and IP address.

It also offers an overall status of common software features:
SNMP Status: Click Settings to link to System > SNMP Settings > SNMP Global State. Default is enabled.
802.1X Status: Click Settings to link to Security > 802.1X > 802.1X Settings. Default is disabled.

802.1Q Management VLAN: Click Settings to link to Configuration > 802.1Q Management VLAN. Default is
disabled.

DHCP Client: Click Settings to link to System > System Settings. Default is disabled.

Jumbo Frame: Click Settings to link to Configuration > Jumbo Frame. Default is disabled.

Port Mirroring: Click Settings to link to Configuration > Port Mirroring. Default is disabled.

QinQ Settings: Click Settings to link to Configuration > QinQ > QinQ Settings. Default is disabled.
Safeguard Engine: Click Settings to link to Security > Safeguard Engine. Default is enabled.

IGMP Snooping: Click Settings to link to Configuration > IGMP Snooping > IGMP Snooping. Default is
disabled.

Power Saving: Click Settings to link to System > Power Saving. Default is disabled.
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Device Information O Ssfeguard
Device Information

Device Type DGS-1100-10/ME ¥1.00.002 System Time 00:03:11 01 01 2013

System Name System Up Time 0 days, 0 hours, 3 mins, 7 seconds

System Location MAC Address DE-AD-BE-EF-01-02

System Contact IP Address 10.90.90.90

Boot Version 0.09.03 Subnet Mask 255.0.0.0

Firmware Version ¥1.00.002 Hardware Version Al

Default Gateway 0.0.0.0 Serial Numhber 1MB1733K0000A

Login Timeout (minutes) 5

Device Status and Quick Configurations

SNMP Status Enabled Seftings Port Mirrating Disabled Seftings
802.1X Status Disabled Seftings Qin@ Settings Disahled Seftings
802.1Q Management VLAN Disabled Seftings Safeguard Engine Enabled Settings
DHCP Client Disabled Seftings IGMP Snooping Disahled Settings
Jumhbo Frame Disabled Settings Power Saving Disabled Settings

Figure4.13 — Device Information

System > System Settings
The System Setting allows you to configure the IP address and the basic system information of the Switch.

IP Information: There are two ways for the switch to obtain an IP address: Static and DHCP (Dynamic Host
Configuration Protocol).

When using static mode, the IP Address, Subnet Mask, Gateway and DHCP Option 12 State can be
manually configured. When using DHCP mode, the Switch will first look for a DHCP server to provide it with
an IP address (including network mask and default gateway) before using the default or previously entered
settings. By default the IP setting is static mode with an IP address of 10.90.90.90 and subnet mask of
255.0.0.0.

System Information: By entering a System Name and System Location, the device can more easily be
recognized.

System Contact: By entering a system contact.

Login Timeout (3-30 minutes): The Login Timeout controls the idle time-out period for security purposes,
and when there is no action for a specific time span in the Web-based Management. If the current session
times out (expires), the user is required a re-login before using the Web-based Management again. Selective
range is from 3 to 30 minutes, and the default setting is 5 minutes.

%\ﬁlgm Selt'mggi (6) Safﬁuerd

® Static DHCP

IP Address
Subnet Mask 255 |0 |op |p |
Gateway E] ; D ; Dlﬁ:’
DHCP Option 12 State Disabled v
DHCF Option 12 Host Name

Apply

System Information

Syetem Name 1
System Location ]
Systemn Contact [:
Login Timeout (3-30 minutes)

| Apply

Figure 4.14 — System > System Settings

System > DHCP Auto Configuration

From this page you can enable the DHCP Auto Configuration feature on the Switch. When enabled, the
Switch becomes a DHCP client and gets the configuration file from a TFTP server automatically on next boot
up. To accomplish this, the DHCP server must deliver the TFTP server IP address and configuration file
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name information in the DHCP reply packet. The TFTP server must be up and running and store the
necessary configuration file in its base directory when the request is received from the Switch.

DHCP Auto Configuration O safeguard
Auto Configuration State Enabled e Disabled
Timeout(1-65535) 50 sec Apply

The DHCP autoconfiguration function on the switch will load a previously saved configuration file for current use.

# Note: Ifthe switch is unable to complete the autoconfiguration process, the previously saved local configuration file present in switch memory will be loaded.

Figure 4.15 — System > DHCP Auto Configuration
Timeout (1-65535): Specify the timeout.

System > Port Configuration > Port Settings

In the Port Setting page, the status of all ports can be monitored and adjusted for optimum configuration. By
selecting a range of ports (From Port and To Port), the Speed can be set for all selected ports by clicking
Apply. Press the Refresh button to view the latest information.

Port Seftings O Safeguard |
From Port To Port Media Speed MDUMDIX Flow Control Address Learning
01 v 10 v Copper ¥ 1000M Full v Auto ¥ Disahled ¥ Disahled ¥ Apply

Refresh

P Link Status MDIMDIX Flow Control Address Learning
1 Down Auto Auto Disabled Enabled
2 Down Auto Auto Disabled Enabled
3 Down Auto Auto Disabled Enabled
4 1000M Full Auto Auto Disabled Enabled
5 Down Auto Auto Disabled Enabled
6 Down Auto Auto Disabled Enahled
7 Down Auto Auto Disahled Enabled
8 Down Auto Auto Disabled Enabled
9(C) Down Auto Auto Disabled Enabled
9({F) Down Auto Auto Disabled Enabled
10(C) Down Auto Auto Disabled Enahled
10(F) Down Auto Auto Disabled Enabled

Figure 4.16 — System > Port Configuration > Port Settings

Media: Specify the media type of the port.

Speed: Gigabit Fiber connections can operate in 1000M Full Force Mode, Auto Mode or Disabled. Copper
connections can operate in Forced Mode settings (1000M Full, 200M Full, 200M Half, 10M Full, 10M Half),
Auto, or Disabled. 100M Fiber connections support 100M Full Force Mode, 100M Half Force Mode, or
Disabled. The default setting for all ports is Auto.

NOTE: Be sure to adjust port speed settings
appropriately after changing the connected cable
media types.

MDI/MDIX:

A medium dependent interface (MDI) port is an Ethernet port connection typically used on a Network
Interface Card (NIC) or Integrated NIC port on a PC. Switches and hubs usually use Medium dependent
interface crossover (MDIX) interface. When connecting the Switch to end stations, you have to use straight
through Ethernet cables to make sure the Tx/Rx pairs match up properly. When connecting the Switch to
other networking devices, a crossover cable must be used.

This switch provides a configurable MDI/MDIX function for users. The switches can be set as an MDI port in
order to connect to other hubs or switches without an Ethernet crossover cable.

Auto is designed on the switch to detect if the connection is backwards, and automatically chooses MDI or
MDIX to properly match the connection. The default setting is “Auto” MDI/MDIX.

Flow Control: Enable this function to mitigate traffic congestion. Ports configured for full-duplex use 802.3x
flow control and half-duplex ports use backpressure flow control. The default setting is Disabled.
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Address Learning: Enable or disable the address learning function. The default setting is Enabled.

System > Port Configuration > Port Description
In the Port Description page, you may name various ports on the Switch.

Port Description O ssfeguard
From Port To Port Medium Type Description

o1 v] [10 v oloomerv] [ ] apay
Port Description

1

2

3

4

5

&

7

Figure 4.17 — System > Port Configuration > Port Description

From Port / To Port: Specify the range of ports to describe.
Medium Type: Specify the media type of the port
Description: Specify the description of ports.

Click Apply to set the description in the table.

System > Port Confiquration > Port Error Disabled

The Port Error Disabled page displays the information about ports that have had their connection status
disabled, for reasons such as link down status.

Port Error Disabled O Ssfegusrd

Port State Connection Status Reason
< = Tahle is empty = =

7 Note: The significance of digitin reason
1: Disahled by Loopback Detection
2: Disahled by Traffic Control
3: Disahled by DULD

Figure 5.21 — System > Port Configuration > Port Error Disabled

Port: Displays the port that has been error disabled.

Port State: Describes the current running state of the port, whether Enabled or Disabled.

Connection Status: This field will read the uplink status of the individual ports, whether Enabled or Disabled.
Reason: Describes the reason why the port has been error-disabled.

System > IPv6 Settings > IPv6 System Settings
From this page you can configure IPv6 system information.

IPv6 System Settings O Ssfeguard

IPv6 System Settings

Interface Name  default IPv6 State Enabled v

DHCPvE Client Disahled v IPv6 Network Address (e.q.: 3710::1/64) \ \
Apply |

NS Retransmit Time Settings

NS Retransmit Time (1-3600) sec. | apply |

Automatic Link Local State Settings

Automatic Link Local Address Disabled ¥: | Apply |

View All IPv6 Address

IPv6 Type IPy6 Address
=< Tahleis empty = =
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Figure 4.18 — System > IPv6 Settings > IPv6 System Settings

IPv6 System Settings:

Interface Name: Displays the IPv6 interface name.

IPv6 State: Select to either enable or disable IPv6.

DHCPv6 Client: Select to either enable or disable the switch as an IPv6 client.
IPv6 Network Address: Specifies the IPv6 Network Address.

NS Retransmit Time Settings:

NS Retransmit Time (1-3600): Enter the Neighbor Solicitation’s retransmit timer in seconds. The field range
is 1-3600, and default is 1 second.

Automatic Link Local State Settings:
Automatic Link Local Address: Select either Enabled or Disabled.

Click Apply for the settings to take effect.

System > IPv6 Settings > IPv6 Default Gateway Settings
From this page you can configure the IPv6 gateway settings.

O Ssiseuerg,
IPv6 Default Gateway
IP Interface
Default Gateway [ ](e.g.: 3FFE:1)
Metric
| Create || Delete

Total Entries: 0

Next Hop IP Interface Protocol Metric

=< Tahle is empty » =

Figure 4.19 — System > IPv6 Settings > IPv6 Route Settings

IP Interface: Specify the IP interface which to be created.
Default Gateway: The corresponding IPv6 address for the next hop Gateway address in IPv6 format.

Metric: Represents the metric value of the IP interface entered into the table. This field may read a number
between 1 and 65535.

Click Create to accept the changes made or and click the Delete button to remove the entry.

System > IPv6 Settings > IPv6 Neighbor Settings

You can configure the Switch’s IPv6 neighbor settings. The Switch’s current IPv6 neighbor settings will be
displayed in the table at the bottom of this window.

IPv6 Neighbor Settings (6] Ssfeguard
Interface Name [default
Neighbor IPv6 Address |
LinkLayer MAC Address [ | Apply
Interface Name
State Al v Find Clear
Total Entries: 0

Neighbor IPvé Address Link Layer MAC Address Interface Name

= < Tableis empty > =

Figure 4.20 — System > IPv6 Settings > IPv6 Neighbor Settings

Interface Name: Enter the interface name of the IPv6 neighbor.
Neighbor IPv6 Address: Enter the neighbor IPv6 address.
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Link Layer MAC Address: Enter the link layer MAC address.
Click Apply for the settings to take effect.

Interface Name: Specifies the interface name of the IPv6 neighbor. To search for all the current interfaces
on the Switch, go to the second Interface Name field in the middle part of the window, tick the All check box.
Tick the Hardware option to display all the neighbor cache entries which were written into the hardware table.

State: Use the drop-down menu to select All, Address, Static or Dynamic. When the user selects address
from the drop-down menu, you will be able to enter an IP address in the space provided next to the state
option.

Click Find to locate a specific entry based on the information entered.
Click Clear to clear all the information entered in the fields.

System > SNMP Settings > SNMP Global State

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) protocol designed
specifically for managing and monitoring network devices. SNMP enables network management stations to
read and modify the settings of gateways, routers, switches, and other network devices. Use SNMP to
configure system features for proper operation, monitor performance and detect potential problems in the
Switch or LAN.

Managed devices that support SNMP include software (referred to as an agent) that runs locally on the
device. A defined set of variables (managed objects) is maintained by the SNMP agent and used to manage
the device. These objects are defined in a Management Information Base (MIB), which provides a standard
presentation of the information controlled by the on-board SNMP agent. SNMP defines both the format of the
MIB specifications and the protocol used to access this information over the network.

The default SNMP global state is disabled. Select Enable and click Apply to enable the SNMP function.
SNMP Global State Settings O Ssfeguand

SNMP Global State ® Enahled Disabled Apply

Figure 4.21 — System > SNMP Settings > SNMP Global State

System > SNMP Settings > SNMP User Table

This page is used to maintain the SNMP user table for the use of SNMPv3. SNMPv3 allows or restricts users
using the MIB OID, and also encrypts the SNMP messages sent out between users and Switch.

SNMP User Settings O Safeguard
User Name |
Group Name =
SNMP Version w1 v encrypted
Auth-Protocol MDA v Password
Priv-Protocol DES v Passwaord
7 *indicates mandatory data Apply
( Maximum Entries : 50)
User Name Group Name ShMP Version Auth Protacol Priv-Protocol
ReadOnly ReadOnly vl none none Delete
ReadOnly ReadOnly v2e none none | Delete
Readwrite Readrite vl none none Delete

Readitfrite Readiitite w2e none none Delete

Figure 4.22 — System > SNMP Settings > SNMP User Table

User Name: Enter a SNMP user name of up to 32 characters.

Group Name: Enter the SNMP group of the SNMP user.

SNMP Version: Select the SNMP version of the user. Only SNMPv3 encrypts the messages.
Encrypt: If you selected SNMP v3, tick the box to enable encryption.

Auth-Protocol/Password: Specify either HMAC-MD5-96 or HMAC-SHA to be the authentication protocol.
Enter a password for SNMPv3 encryption in the right column.

Priv-Protocol/Password: Select either no authorization or DES 56-bit encryption and then enter a
password for SNMPV3 encryption in the right column.
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Click Apply to create a new SNMP user account or click Delete to remove any existing data.

System > SNMP Settings > SNMP Group Table

This page is used to maintain the SNMP Group Table associating to the users in SNMP User Table.
SNMPv3 can control MIB access and security policies for a user group directly.

Group Name: Enter a SNMP user group name of up to 32 characters.

Read View Name: Enter a SNMP group name for users that are allowed SNMP read privileges to the
Switch's SNMP agent.

Write View Name: Enter a SNMP group name for users that are allowed SNMP write privileges to the
Switch's SNMP agent.

Security Model: Select the SNMP security model.
SNMPv1 - SNMPv1 does not support the security features.

SNMPv2 - SNMPv2 supports both centralized and distributed network management strategies. It
includes improvements in the Structure of Management Information (SMI) and adds some security
features.

SNMPv3 - SNMPv3 provides secure access to devices through a combination of authentication and
encrypting packets over the network.

Security Level: This function is only available when you select SNMPv3 security level.

NoAuthNoPriv - No authorization and no encryption for packets sent between the Switch and SNMP
manager.

AuthNoPriv - Authorization is required, but no encryption for packets sent between the Switch and
SNMP manager.

AuthPriv — Both authorization and encryption are required for packets sent between the Switch and
SNMP manger.

Notify View Name: Enter a SNMP group name for users that can receive SNMP trap messages generated
by the Switch's SNMP agent.

SNMP Group Settings (6] Ssfeguand
Group Name = Security Model il v

Read View Name Security Level NoAuthNoPriv

Wirite View Name Notify View Narme ]

7 *indicates mandatory data Apply

( Maximum Entries : 50)

Group Name Read View Write View Motify View Security Model Security Level

ReadOnly ReadWrite ReadWrite w1 MoAuthboPriv | Delete
ReadOnly ReadWrite Readrite 2o NoAuthNoPriv ~ Delete |
Readirite Readrite Readirite ReadWrite vl NoAuthNoPriv  Delete |
Readiirite Readrite ReadWrite Readiitite v2e NoAuthMoPriv Delete

Figure 4.23— System > SNMP Settings > SNMP Group Table

System > SNMP Settings > SNMP View Table

From this page you can maintain SNMP views to community strings that define the MIB objects which can be
accessed by a remote SNMP manager.

SNMP View Settings 0 _Safeguard
—_—

View Name i

Subtree OID A

000 Wasi S

View Type Included v

7 *indicates mandatory data Apply

{ Maximum Entries : 50)

View Name Subtree OID 0ID Mask View Type

Readitirite 1 1 Included Delete

Figure 4.24 — System > SNMP Settings > SNMP View Table

View Name: Enter a view name of up to 32 characters.
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Subtree OID: The Obiject Identifier (OID) Subtree for the view. The OID identifies an object tree (MIB tree)
that will be included or excluded from access by an SNMP manager.

OID Mask: The mask of the Subtree OID. 1 means this object number is concerned, 0 means do not
concerned. For example 1.3.6.1.2.1.1 with mask 1.1.1.1.1.1.0 means 1.3.6.1.2.1.X.

View Type: Specify the configured OID is Included or Excluded that a SNMP manager can access.
Click Apply to create a new view or click Delete to remove an existing view.

System > SNMP Settings > SNMP Community Table

This page is used to maintain the SNMP community string of the SNMP managers using the same
community string are permitted to gain access to the Switch's SNMP agent.

Community Name: Enter a name of the community string.

User Name (View Policy): Select the read/write or read-only level permission for the MIB objects accessible
to the SNMP community.

SNMP Community Settings (6] Ssfeguard

| *

Community Name

User Name (view Policy) ReadOnly v
7 *indicates mandatory data Apply

{ Maximurm Entries : 10}

Community Name User Name
private Readiifrite Delete |
public ReadOnly Delete

Figure 4.25 — System > SNMP Settings > SNMP Community Table
Click Apply to create a new SNMP community or click Delete to remove an existing community.

System > SNMP Settings > SNMP Host Table
This page is to configure the SNMP trap recipients.

Host IP Address: Select IPv4 or IPv6 and specify the IP address of SNMP management host.
SNMP Version: Specify the SNMP version to be used to the management host.

Community String/SNMPv3 User Name: Specify the community string or SNMPv3 user name for the
management host.

SNMP Host Settings O Safeguagd
Host IP Address [, (="
[ IPv6
SNMP Version V1 v
Community Stringf :,
SNMPy3 User Name
7 *indicates mandatory data | Apply

{ Maximum Entries : 10)

Host IP Address SNMP Yersion Community Name/SNMPv3 User Name
< < Tahle is empty = =

Figure 4.26 — System > SNMP Settings > SNMP Host Table
Click Apply to create a new SNMP host or click Delete to remove an existing host.

System > SNMP Settings > SNMP _Engine ID
The Engine ID is a unique identifier used to identify the SNMPv3 engine on the Switch.
Input the Engine ID then click Apply to apply the changes or click Delete to reset back to the default value.

SNMP Engine ID O Ssfeguard
Engine ID B000081c044653
Apply Default |

7 Note: Engine ID length is 10-64, the accepted character is from 0to F.

Figure 4.27 — System > SNMP Settings > SNMP Engine ID
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System > SNMP Settings > SNMP Trap Settings

From this page you can specify whether the device can send SNMP notifications
SNMP Trap Settings O Ssfeguard

SNMP Authentication Traps
System Coldstart Traps
System Warmstart Traps
Fiber Port Link Up f Link Down
Twisted Pair Port Link Up / Link Down
Firmware Upgrade State
Paort Security Violation
Loopback Detection Occuring / Recovery
Duplicate IP Detected
Apply

Figure 4.28 — System > SNMP Settings > SNMP Trap Settings

SNMP Authentication Traps: Tick the box to send authentication failure notifications.
System Coldstart Traps: System cold start boot-up information.

System Warmstart Traps: System warm start boot-up information.

Fiber Port Link Up / Link Down: Fiber port connection information.

Twisted Pair Port Link Up / Link Down: Twisted pair port connection information.
Firmware Upgrade State: Information of firmware upgrade - success or failure.

Port Security Violation: Information of Port Security Violation.

Loopback Detection occurring / recovery: Tick the box to send SNMP Trap when Loopback Detection
occurring and recovery.

Duplicate IP Detected: Information of duplicate IP was detected.
Click Apply for the changes to take effect.

System > User Accounts

From this page you can control user privileges. Select Enabled or Disable to configure the Password
Encryption State. Add a new user by typing in a User Name, Password and choose the level of
privilege(Admin, Operator or User) from the Access Right drop-down menu, then click the Apply button.

You can modify an existing user account in the User Account Table. To change the password, type in the
Old Password, New Password and retype it in the Confirm New Password entry field and select the
Encrypt, then click the Edit button. To delete the user account, click the Delete button.

User Accounts w0 Safeguardy
Password Encryption Settings

Passwaord Encryption State Enahled ‘e Disahled Apply

Add User Accounts

User Name Password |

Access Right Admin Y. Confirm Passwaord | Apply

7 Note: PasswordiUser Name should be less than 15 characters.

Total Entries : 0

User Name Access Right Old Password New Passward Confirm Password Encrypt
<<= Tableis empty > =

Figure 4.29- System > User Accounts

System > MAC Address Aging Time

The MAC Address Aging Time page specifies the length of time a learned MAC Address will remain in the
forwarding table without being accessed (that is, how long a learned MAC address is allowed to remain idle).
To change this, type in a different value representing the MAC address age-out time in seconds.

MAC Address Aging Time 0 Safeguard
MAC Address Aging Time (10-600) 300 |sec.
Apply
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Figure 4.30 — System > MAC Address Aging Time

MAC Address Aging Time (10-600): Specifies the aging time of MAC address on the Switch. The range is
from 10 to 600, and the default is 300 seconds.

System > ARP Aging Time Settings

The ARP Aging Time Settings page provides user to globally set the maximum amount of time, in minutes,
and Address Resolution Protocol (ARP) entry can remain in the Switch’s ARP table, without being accessed,
before it is dropped from the table.

ARP Aging Time Settings O Ssfeguard

ARP Aging Time (0-65535) B | riin.

Apply

Figure 4.31 — System > ARP Aging Time Settings

ARP Aging Time (0-65535): Enter the ARP aging time on the Switch. The range is from 0 to 65535 with a
default setting of 3 minutes.

System > PPPoE Circuit ID Insertion Settings

The PPPoE Circuit ID Insertion Settings page specifies the configuration of settings. When enabled, the
system will insert the circuit tag to the received PPPoE discover request and the request packet if the tag is
absent. It will remove the circuit ID tag from the received PPPoE offer and session confirmation packet.

PPPoE Circuit ID Insertion Settings O Safeguagd |
PPPoE Circuit ID Insertion State Enabled (e Disabled | Apply
From Port To Port State Circuit ID

1 Disabled Switch IP

2 Disabled Switch IP

3 Disabled Switch IP

4 Disabled Switch IP

5 Disahled Switch IP

(3 Disabled Switch IP

7 Disahled Switch IP

8 Disabled Switch IP

9 Disabled Switch IP

10 Disabled Switch IP

Figure 4.32 — System > PPPoE Circuit ID Insertion Settings

PPPoE Circuit Insertion State: Enable or disable the PPPOE circuit insertion state, and click Apply to take
effect.

From Port/ To Port: Specifies the ports to be configured.

State: Enable or disable the state of specified ports.

Circuit ID: Specifies the Circuit ID is Switch IP, Switch MAC or UDF String.
Switch IP — The Switch’s IP address will be used to encode the circuit ID option. This is the default.
Switch MAC - The MAC address of the Switch will be used to encode the circuit ID option.

UDF String — A user specified string to be used to encode the circuit ID option. Enter a string with
the maximum length of 32.

Click Apply for the changes to take effect.

System > Web Settings

The Web State is Enabled by default. If you select Disabled, you will lose the ability to configure the system
through the web interface as soon as these settings are applied.
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Web Settings O Safeguand
Weh State * Enahled Disahled
Port1-65539

Apply

Figure 4.33— System > Web Settings

Port (1-65535): Specifies the Port number. The range is between 1 and 65535 with the well-known default is
80.

System > Telnet Settings

Telnet configuration is Enabled by default. If you do not want to allow Telnet configuration, then select
Disabled.

Telnet Setti O Ssfeguand
Telnet State ® Enabled Disabled
Port (1-65535) 23
Apply

Figure 4.34 — System > Telnet Settings

Port (1-65535): The TCP port number. TCP ports are numbered between 1 and 65535. The well-known TCP
port for the Telnet protocol is 23.

System > D-Link Discover Protocol Settings

For the D-Link Discovery Protocol (DDP) supported device, this page is an option for you to disable DDP or
configure the DDP packet report timer.

D-Link Discover Protocol Settings O sSafeguand

DDP Global Settings

D-Link Discover Protocol State * Enabled Disabled

D-Link Discover Protocol Report Timer(Senonds) | 30 v |sec. Apply
DDP Port Settings

o1 | M 10 v State | Disabled v Apply
Port State

1 Enalbed

2 Enalbed

3 Enalbed

4 Enalbed

5 Enalbed

(& Enalhed

7 Enalbed

8 Enalbed

9 Enalhed

10 Enalbed

Figure 4.35 — System > D-Link Discover Protocol Settings

D-Link Discover Protocol State: Enable or disable the Discover Protocol state.

D-Link Discover Protocol Report Timer (Seconds): Configure the report timer of D-Link Discover Protocol
in seconds. The values are 30, 60, 90, 120 or Never.

Click Apply for the changes to take effect.

System > Ping Test

You can Ping either an IPv4 address or an IPv6 address. Ping is a small program that sends ICMP Echo
packets to the IP address you specify. The destination node then responds to or “echoes” the packets sent
from the Switch. This is very useful to verify connectivity between the Switch and other nodes on the network.
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Ping Test O _Safeguapd
Enter the IP address ofthe device or station you want to ping, then click Start.
Target IP Address : 0.0.0.0 ® |Pv4

[ IPv6
Repeat Pinging for: Infinite times

O ‘(1-2551imes)
Timeout : 1 (1-99 sec)

Start
Figure 4.36 — System > Ping Test

The user may tick the Infinite times radio button to tell the ping program to keep sending ICMP Echo packets
to the specified IP address until the program is stopped. You may opt to choose a specific number of times to
ping the Target IPv4 or IPv6 Address by clicking its radio button and entering a number between 1 and 255.
Click Start to initiate the Ping test.

Target IP Address: Enter an IPv4 or IPv6 address to be pinged.

Repeat Pinging for: Enter the number of times desired to attempt to Ping either the IPv4 or the IPv6
address configured in this window. Enter a number of times between 1 and 255.

Timeout: For IPv4, select a timeout period between 1 and 99 seconds for this Ping message to reach its
destination. For IPv6, select a timeout period between 1 and 10 seconds for this Ping message to reach its

destination. In either case, if the packet fails to find the IP address in this specified time, the Ping packet will
be dropped.

System >Trace Route
From this page you can trace a route between the switch and a given host on the network.

Trace Route O Safeguard
Enter the IP Address of the device or station that you want to trace the route to and click Start.
IP Address 0.0.00 ® IPva
[ IPv6
TTL (1-60)
Port (30000-64900) 33434
Timeout (1-65535) sec
Probe (1-8) B Start

Figure 4.37 — System > Trace Route

IP Address: Enter an IPv4 or IPv6 address of the destination station.

TTL (1-60): The time to live value of the trace route request. This is the maximum number of routers that a
trace route packet can pass. The trace route option will cross while seeking the network path between two
devices. The range for the TTL is 1 to 60 hops.

Port (30000-64900): Enter a port number. The value range is from 30000 to 64900.

Timeout (1-65535): Defines the timeout period while waiting for a response from the remote device. A value
of 1 to 65535 seconds can be specified. The default is 3 seconds.

Probe (1-9): Enter a number for probing. The range is from 1 to 9. If unspecified, the default value is 3.

System > MAC Notification Settings

The MAC Notification page is used to monitor MAC addresses learned and entered into the forwarding
database. To globally set MAC notification on the Switch, select enabled or disabled, input the time interval
between notification and history size, then click the Apply button.
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MAC Notification Settings 0 Ssfeguand
MAC Notification Global Settings

State Enabled e Disabled

Interval (1-2147483647 sec) 1 Sec

History Size (1-500) 1 Apply
MAC Notification Port Settings

From Port To Port State

u v ‘ j 10 v Disabled v Apply
MAC Notification Port State Table

Port Status

1 Disahled

2 Disabled

3 Disabled

4 Disabled

5 Disahled

6 Disabled

0 Disahled

8 Disabled

9 Disabled

10 Disabled

Figure 4.38 — System > MAC Notification Settings

MAC Notification Global Settings:
State: Select to enable or disable MAC notification globally on the Switch.
Interval (1-2147483647 sec): Enter the time in seconds between notifications.

History Size (1-500): Enter the maximum number of entries listed in the history log used for notification. Up
to 500 entries can be specified.

Click Apply for the changes to take effect.

MAC Notification Port Settings:

To change MAC notification settings for a port or group of ports on the Switch, configure the following
parameters. , then click the Apply button.

From Port / To Port: Select a port or group of ports to enable for MAC noatification using the pull-down
menus.

State: Enable MAC Notification for the ports selected using the pull-down menu.

System > System Log Configuration > System Log Settings

System Logs record and manage events, as well as report errors and informational messages. Message
severity determines a set of event message will be sent. Click Enable to configure the related settings of
remote system log server, then press Apply for the changes to take effect.

System Log Settings O Safeguard
System Log Enabled @ Disabled | Apply
System Log Save Mode Settings
Save Mode OnDemand ¥ Time Interval minutes (1-65535) Apply

Figure4.39 — System > System Log Configuration > System Log Settings

Save Mode: Use this drop-down menu to choose the method that will trigger a log entry. You can choose
between On Demand, Time Interaval and Log Trigger.

Minutes: Enter a time intervel, in minutes, for a log entry to be made.

System > System Loqg Configuration > System Log Server

The user can send Syslog messages to up to four designated servers using the System Log Server. It
supports maximum 500 system log entries. To set the System Log Server configuration, click Apply.
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System Log Server O Ssfeguard |
Add System Log Server

Server ID 1 v Severity Warning v

Facility Local 0 v UDP Port (514 0r6000-65535) 514 |

Status Disabled v Server IP Address :l it

[ | 1Pve
Apply

System Log Server List

Server ID Server IP Address Severity Facility UDP Port Status

< <=Tabhleis empty > =

Figure 4.40 - System > System Log Configuration > System Log Server

Server ID: Select the Server ID. The field range is 1-4.

Severity: Select the minimum severity from which warning messages are sent to the server. There are three
levels. When a severity level is selected, all severity level choices above the selection are selected
automatically. The possible levels are:

Warning - The lowest level of a device warning. The device is functioning, but an operational
problem has occurred.

Informational - Provides device information.
All - Displays all levels of system logs.

Facility: Select an application from which system logs are sent to the remote server. Only one facility can be
assigned to a single server. If a second facility level is assigned, the first facility is overwritten. There are up
to eight facilities can be assigned (Local 0 ~ Local 7).

UDP Port: Enter the UDP port to which the server logs are sent. The possible range is 6000 — 65535, and
the default value is 514.

Status: Select the status to enable or disable.
Server IP Address: Select either IPv4 or IPv6 and enter the syslog server IP address.

System > Time Profile
From this page you can configure the time profile settings of the device.

Time Profile S,ettirjgs (6] Ssfeguard
Time Profile
Profle Name I
Time{HH M) StartTime 00 v 00 ¥ EndTime 00 v |00 ¥
Weekdays Sun Mon [ | Tue | | Wed Thu Fri Sat
Date From Day 2014 v 1 v 1 v ToDay 2014 v (S ¢ ] 5
Add
Total Entries : 0

Profile Name Start Time End Time Week Days From Day

Figure 4.41 — System > Time Profile Settings

Profile Name: Enter a profile name.

Time(HH MM): Select a Start Time and End Time.

Weekdays: Select which days you want to use.

Date: Tick the Date box and select a range from the "From Day" and "To Day" fields.

Click Add to create a new time profile or click Delete to delete a time profile from the table.

NOTE: The time must be set after current time,
otherwise it will take effect on the next cycle time.

System > Power Saving

The Power Saving mode feature reduces power consumption automatically when the RJ-45 port link is down
or the connected devices are turned off. Less power will be consumed also when a short cable is used (less
than 20 meters).
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By reducing power consumption less heat is produced resulting in extended product life and lower operating
costs. By default, Cable Length Detection and Link Status Detection are enabled. Select either Enabled or
Disabled. If you select Enabled, make any changes to the settings below and click Apply.

Power Saving Settings O sSafeguand,

Glohal Settings
Cable Length Detection Enabled (e Disabled Apply

Advanced Power Saving Settings
Type LED Shut-off v State Disabled v

Tirne Profile 1 Time Profile 2 Naone v

Select All

Summary
Time Profile 1 Time Profile 2
LED Shut-off Disabled
Port Shut-off Disabled
Systern Hibemnation Disabled All Part

Figure 4.42 — System > Power Saving

Advanced Power Saving Settings:

Type: Select the Power Saving type. Select either LED Shut-off, Port Shut-off, Port Standby or System
Hibernation.

LED Shut-off - Select LED Shut-off to turn off the LEDs on the selected port(s). Select the time
profile that you want the LEDs to turn off.

Port Shut-off - Select to turn off the selected port(s) on the Switch. Select the time profile that you
want the port(s) to turn off.

Port Standby - The system changes to standby state and wait for a wake up event. Select the time
profile(s) to place the Switch in port standby mode.

System Hibernation - In this mode, switches get most power-saving figures since main chipsets
(both MAC and PHY) are disabled for all ports, and energy required to power the CPU is minimal.

State: Select Enable or Disable.

Time Profile 1: Select the time profile or None.

Time Profile 2: Select the time profile or None.

Port: Select the port or ports to apply to the power saving type selected.

Click Select All configure all ports, or click Clear to uncheck all ports. Then click Apply to implement
changes made.

System > IEEE802.3az EEE Settings

The IEEE 802.3 EEE standard defines mechanisms and protocols intended to reduce the energy
consumption of network links during periods of low utilization, by transitioning interfaces into a low-power
state without interrupting the network connection. The transmitted and received sides should be
IEEE802.3az EEE compliance. By default, the switch enabled the 802.3az EEE function. You can disable
this feature by individual port via the IEEE802.3az EEE setting page.

IEEE802.3az EEE Sel,l_mgs (6] Safeguard |
From Port To Port State
[il v 10 v Disabled ¥ Apply

1 Disabled
2 Disabled
3 Disahled
4 Disabled
) Disabled
B Disabled
7 Disabled
8 Disabled
] Disahled
1 Disabled

=
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Figure 4.43 — System > IEEE802.3az EEE Settings
From Port / To Port: A consecutive group of ports may be configured starting with the selected port.
State: Enabled or Disabled the IEEE802.3az EEE for the specified ports. By default, all ports are enabled.
Click Apply to implement changes made.

If the connection speed drops down from 1000M to 100M, or the first link up takes longer time, please follow
below steps and check again:

1. Upgrade drivers of your Ethernet adapter or LAN controller for the host PC.
2. Disable EEE function on the switch port.

Configuration > 802.10 VLAN

A VLAN is a group of ports that can be anywhere in the network, but communicate as though they were in
the same area.

VLANS can be easily organized to reflect department groups (such as R&D, Marketing), usage groups (such
as e-mail), or multicast groups (multimedia applications such as video conferencing), and therefore help to
simplify network management by allowing users to move devices to a new VLAN without having to change
any physical connections.

The IEEE 802.1Q VLAN Configuration page provides powerful VID management functions. The original
settings have the VID as 1, no default name, and all ports as “Untagged”

Rename: Click to rename the VLAN group.
Delete VID: Click to delete the VLAN group.

IEEE 802.1Q VLAN Configuration Q Safeguard
Asymmetric VLAN [ Example | Enabled ® Disabled Apply
Total Static VLAN Entries : 1

7 {Maximum Entries : 32)

VID VLAN Name Untagged YLAN Ports Tagged YLAN Ports YLAN Rename Delete 4

ik default 12345678910 Rename Dele

Add VID

Figure 4.44 — Configuration > 802.1Q VLAN

Click Add VID to create a new VID group, assigning ports from 01 to 10 as Untag, Tag or Not Member. A
port can be untagged in only one VID. To save the VID group, click Apply.
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Asymmetric VLAN [ Example Enabled ‘e Disabled \

Total Static VLAN Entries : 1
7 (Maximum Entries : 32)

VID VLAN Name Untagged VLAN Ports Tagged VLAN Ports VLAN Rename
i default 1,2,3.45,67384910 | Rename | e 10|
WLAN Name |:] (Name should be less than 20 characters)
Select All AL 02 03 04
Untagged | &l | ® ® o e e @ 0 ®
Tagoed | All l
Notmember a7 O o 0 o . O O 0 ol
‘,' Cancle ||  Apply |

Figure4.45 — Configuration > 802.1Q VLAN > Add VLAN

Click Apply and the 802.1Q VLAN Configuration Table will be displayed with updates.

Asymmetric VLAN [ Example * Enabled Disabled |

Apply |
Total Static VLAN Entries : 2
Z (Maximum Entries : 32)
VID VLAN Name ntagged VLAN Ports Tagged VLAN Ports VLAN Rename Delete VID
i default 1,2,3,4,5,6,7,89,10 | _Rename | | Delete VID |
2 rd2 1,2 | Rename | | Delete VID |

Figure 4.46 - Configuration > 802.1Q VLAN > Example VIDs

Click the VID number to display the VLAN group configuration. Change the port assignment and then click
Apply to implement changes made.

VID 2
Select All
Untagged | all | O O .
Tagged | All (@]
Not Member Al i O . 0 o 0 o ol o
| previous Page || apply |

Figure 4.47 - Configuration > 802.1Q VLAN > VID Assignments

Select Enabled and click Apply to enable asymmetric VLAN.

= 802.1Q V N Contig

Asymmetric VLAN [Example] @ Enabled  Disabled \ "

Total Static VLAN Entries : 1
7 (Maximum Entries : 32)

VID YLAN Name Untagged VLAN Ports Tagged YLAN Ports YLAN Rename Delete VID

1 default 1,23,4,56,7,8910 | Rename | | Delete viD |

Figure4.48 - Configuration > 802.1Q VLAN > VID Assignments
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Configuration > 802.10 Management VLAN

The 802.1Q Management VLAN setting allows user to transfer the authority of the switch from the default
VLAN to others created by users. This allows managing the whole network more flexible.

By default, the Management VLAN is disabled. You can select any existing VLAN as the management VLAN
when this function is enabled. There can only be one management VLAN at a time. Click Apply to
implement changes made.

IEEE 802.1Q Management VLAN Configuration O Ssfeguard |
Management VLAN Enabled e Disabled

vID [1~]

VLAN Name default

Apply

Figure 4.49 — Configuration > 802.1Q Management VLAN

Confiquration > 802.10 VLAN PVID

The 802.1Q VLAN PVID setting allows you to configure the PVID for each ports. Click Apply to implement
changes made.

802.1Q VLAN PVID Settings 0 Ssfeguardy

Figure 4.50 — Configuration > 802.1Q VLAN PVID

Configuration > QinQ > QinQ Settings

The QIinQ Settings page allows user to enable or disable the Q-in-Q function. Q-in-Q is designed for service
providers to carry traffic from multiple users across a network.

Q-in-Q is used to maintain customer specific VLAN and Layer 2 protocol configurations even when the same
VLAN ID is being used by different customers. This is achieved by inserting SPVLAN tags into the
customer’s frames when they enter the service provider's network, and then removing the tags when the
frames leave the network.

Customers of a service provider may have different or specific requirements regarding their internal VLAN
IDs and the number of VLANSs that can be supported. Therefore customers in the same service provider
network may have VLAN ranges that overlap, which might cause traffic to become mixed up. So assigning a
unique range of VLAN IDs to each customer might cause restrictions on some of their configurations
requiring intense processing of VLAN mapping tables which may exceed the VLAN mapping limit. Q-in-Q
uses a single service provider VLAN (SPVLAN) for customers who have multiple VLANs. Customer’s VLAN
IDs are segregated within the service provider’s network even when they use the same customer specific
VLAN ID. Q-in-Q expands the VLAN space available while preserving the customer’s original tagged packets
and adding SPVLAN tags to each new frame. Select Enabled or Disabled then click Apply to enable or
disable the Q-in-Q Global Settings.

QinQ Settings O Ssfeguand |
QinQ Global Settings Enabled ‘e Disahled Apply
From Port To Port Raole Outer TPID (hex : 0x1-0xfft)

01 v| [10 v NNI ¥ 0 [38A8 Apply
1 NI 0x88a8
2 NI 0x88a8
g NN 0x88a8
4 NNI 0x88a8
5 NI 0xB88a8
B NNI 0x88a8
7 I 0x88a8
8 NI 0x88a8
9 NI 0x88a8
-

o

NI 0x88a8

Figure4.51 - Configuration > QinQ > QinQ Settings

From Port / To Port: A consecutive group of ports that are part of the VLAN configuration starting with the
selected port.
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Role: Select either UNI or NNI.

UNI — User-to-network interface which specifies that communication between the specified user and
a specified network will occur.

NNI —Network-to-network interface specifies that communication between two specified networks will
occur.

Outer TPID (hex: 0x1-0xffff): The Outer TPID is used for learning and switching packets. The Outer TPID
constructs and inserts the outer tag into the packet based on the VLAN ID and Inner Priority.

Click Apply to implement changes made.

Configuration > IGMP Snooping > IGMP Snooping

With Internet Group Management Protocol (IGMP) snooping, the DGS-1100-10/ME can make intelligent
multicast forwarding decisions by examining the contents of each frame’s Layer 2 MAC header.

IGMP snooping can help reduce cluttered traffic on the LAN. With IGMP snooping enabled globally, the
DGS-1100-10/ME will forward multicast traffic only to connections that have group members attached.

The settings of IGMP snooping are set by each VLAN individually.
IGMP Snooping Configuration O Safeguard |

IGMP Global Settings

IGMP Snooping Enabled ‘e Disabled «| Report forward router only Apply

The VLAN Settings of IGMP snooping

VID VLAN Name State Querier State  Querier VYersion FastLeave Querier Timers Router Ports Settings  Multicast Entry Table

1 default Enabled v | Disabled ¥ Igmp_v3 ¥ Disabled ¥ " Edit ’ Edit View Apply
Figure 4.52 — Configuration > IGMP Snooping > IGMP Snooping

By default, IGMP is disabled. If enabled, the IGMP Global Settings will need to be entered:

Select the State, Querier State, Querier Version and Fast Leave to be enabled or disabled and then click
Apply for changes to take effect.

Click the Edit button to enter the Querier Timers Settings page.

Querier Timers Settings O Safesuad
VLAN ID 1

YLAN Name default

Querier Timers

Host Timeout (130-153025 sec) 260 | Router Timeout (60-600 sec) 250 |
Robustness Variable (2-255) 2 \ Last Member Query Interval (1-25 sec) @ \

Quetry Interval (60-600 sec) 125 ] Max Response Time (10-25 sec) 10

# Note: The Host Timeoutwas computed automatically in Querier Enabled by (Robustness Variable * Query Interval + Max Response Time).

Previous Page Apply

Figure 4.53 — Configuration > IGMP Snooping > Querier Timer Settings

Host Timeout (130-153025 sec): This is the interval after which a learned host port entry will be purged. For
each host port learned, a 'Port Purge Timer' runs for 'Host Port Purge Interval'. This timer will be restarted
whenever a report message from host is received over that port. If no report messages are received for 'Host
Port Purge Interval' time, the learned host entry will be purged from the multicast group. The default value is
260 seconds.

Robustness Variable (2-255 sec): The Robustness Variable allows adjustment for the expected packet loss
on a subnet. If a subnet is expected to be lossy, the Robustness Variable may need to be increased. The
Robustness Variable cannot be set to zero, and it SHOULD NOT be. Default is 2 seconds.

Query Interval (60-600 sec): The Query Interval is the interval between General Queries sent. By adjusting
the Query Interval, the number of IGMP messages can be increased or decreased; larger values will cause
IGMP Queries to be sent less often. Default value is 125 seconds.

Router Timeout (60-600 sec): This is the interval after which a learned router port entry will be purged. For
each router port learned, a 'Router Port Purge Timer' runs for 'Router Port Purge Interval'. This timer will be
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restarted whenever a Query control message is received over that port. If there were no Query control
messages received for 'Router Port Purge Interval' time, the learned router port entry will be purged. Default
is 260 seconds.

Last Member Query Interval (1-25 sec): The Last Member Query Interval is the Max Response Time
inserted into Group-Specific Queries sent in response to Leave Group messages, and is also the amount of
time between Group-Specific Query messages. This value may be adjusted to modify the "leave latency" of
the network. A reduced value results in reduced time to detect the loss of the last member of a group. Default
is 1 second.

Max Response Time (10-25 sec): The Max Response Time specifies the maximum allowed time before
sending a responding report message. Adjusting this setting effects the "leave latency”, or the time between
the moment the last host leaves a group and when the multicast server is notified that there are no more
members. It also allows adjustments for controlling the frequency of IGMP traffic on a subnet. Default is 10
seconds.

Press Apply for changes to take effect.

Click the Edit button to enter the Router Port Settings which you can configure what ports to be assigned as
router ports for IGMP snooping for the VLAN.

A router port configured manually is a Static Router Port and a Dynamic Router Port is dynamically
configured by the Switch when a query control message is received. Press Apply for changes to take effect.

Router Ports Settings O Safeguapd
VLAN ID 1
VLAN Name default

Static Router Ports

|

Dynamic Router Ports

 Previous Page || Apply

Figure 4.54 — Configuration > IGMP Snooping > IGMP Snooping-Router Port Settings

To view the Multicast Entry Table for a given VLAN, press the View button.
Multicast Entry Table (e] Safeguand

Group ID YLAN ID VLAN Name Multicast Group Multicast MAC address Port Members

= =Tahleis empty = =

Figure 4.55- Configuration > IGMP Snooping > IGMP Snooping-Multicast Entry Table

Configuration > IGMP Snooping > IGMP Access Control Settings

The IGMP Access Control Settings page allows you to enable or disable the IGMP access control of ports.
Click Apply to implement changes made.

IGMP Access Control Seftings O Ssfeguard
From Port To Port Status
01 v 10 ¥ Disabled v Apply
IGMP Access Control Table

1 Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

=== I S

o

Figure 4.56 - Configuration > IGMP Snooping > IGMP Access Control Settings
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Configuration > IGMP Snooping > Host Table

The Host Table page displays the information of Host Table. Including VLAN ID, Group, Port Number and
Host IP.

Host Table O ssfeguard |

VLAN ID Group Port Number Host IP
< =Table is empty = =

Figure 4.57 - Configuration > IGMP Snooping > Host Table

Configuration > MLD Snooping > MLD Snooping Settings

The MLD Snooping Settings page allows you to configure the max multicast group for IGMP Snooping.
MLD Snooping Configuration (6] Saf_egqand |

MLD Global Settings

MLD Snooping Enabled e Disabled Apply

The VLAN Settings of MLD snooping

VID  VLAN Name State Querier State Querier Version  Fast Leave Querier Timers  Router Ports Settings  Multicast Entry Table
1 default Enabled ¥ | Disabled ¥ Igmp_v2 ¥ Disabled v Edit | Edit | View | Apply.

Figure 4.58 - Configuration > MLD Snooping > MLD Snooping Settings
MLD Snooping: Enable or disable the MLD Snooping.

The VLAN Settings of MLD snooping:
Click the Edit button to enter the Querier Timers Settings page.

Querier Timers Settings (6) Ssfeguard |
VLAN ID 1

VLAN Name default

Querier Timers

Host Timeout (130-153025 sec) 260 Router Timeout (60-600 sec) 250

Robustness Variable (2-255) Last Member Query Interval (1-25 sec)

Query Interval (60-600 sec) Max Response Time (10-25 sec)

# Note: The Host Timeoutwas computed autornatically in Querier Enabled by (Robustness Variable * Query Interval + Max Response Time).

_ Previous Page || Apply
Figure 4.59 — Configuration > MLD Snooping > Querier Timer Settings

Host Timeout (130-153025 sec): Specifies the time interval in seconds after which a port is removed from a
Multicast Group. Ports are removed if a Multicast group MLD report was not received from a Multicast port
within the defined Host Timeout period. The possible field range is 130 - 153025 seconds. The default
timeout is 260 seconds.

Router Timeout (60-600 sec): Specifies the time interval in seconds the Multicast router waits to receive a
message before it times out. The possible field range is 60 - 600 seconds. The default timeout is 125
seconds.

Robustness Variable (2-255): The Robustness Variable allows adjustment for the expected packet loss
on a subnet. If a subnet is expected to be lossy, the Robustness Variable may be increased. The
Robustness Variable can not be set zero, and SHOULD NOT be one. Default is 2 seconds.

Last Member Query Interval (1-25 sec): The Last Member Query Interval is the Max Response Time
inserted into Group-Specific Queries sent in response to Leave Group messages, and is also the amount of
time between Group-Specific Query messages. This value may be adjusted to modify the "leave latency" of
the network. A reduced value results in reduced time to detect the loss of the last member of a group. Default
is 1 second.

Query Interval (60-600 sec): The Query Interval is the interval between General Queries sent. By adjusting
the Query Interval, the number of MLD messages can increase or decrease; larger values cause MLD
Queries to be sent less often. Default is 125 seconds.
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Max Response Time (10-25 sec): Specifies the time interval in seconds after which a port is removed from
the Multicast membership group. Ports are removed from the Multicast membership when the port sends a
Done Message, indicating the port requests to leave the Multicast group. The field range is 10-25 seconds.
The default timeout is 10 seconds.

Click Apply to implement changes made.

Click the Edit button to enter the Router Port Settings page, and the ports to be assigned as router ports for
MLD snooping for the VLAN.

A router port configured manually is a Static Router Port and a Dynamic Router Port is dynamically
configured by the Switch when a query control message is received. Press Apply for changes to take effect.

Router Ports Setti O _Ssfeguand

VLAN ID dl
VLAN Name default
Static Router Ports

01 02 03 04 05 06 o7 08 09 10
|

Dynamic Router Ports

_ Previous Page || Apply |

Figure 4.60 — Configuration > MLD Snooping > MLD Snooping-Router Port Settings

To view the Multicast Entry Table for a given VLAN, press the View button.
(6] Safeguard

Group ID VLAN ID VLAN Name Multicast Group Multicast MAC address Part Memhers

<< Tahleis empty > =

Figure 4.61- Configuration > MLD Snooping > MLD Snooping-Multicast Entry Table

Configuration > MLD Snooping > MLD Host Table
The MLD Host Table page displays the MLD Snooping information.
Host Table O Ssfeguard

VLAN ID Port Number

=< Tahle is empty = =

Figure 4.62 - Configuration > MLD Snooping > MLD Host Table

Configuration > ISM VLAN Settings

In a switching environment, multiple VLANsS may exist. Every time a multicast query passes through the
Switch, the switch must forward separate different copies of the data to each VLAN on the system, which, in
turn, increases data traffic and may clog up the traffic path. To lighten the traffic load, multicast VLANs may
be incorporated. These multicast VLANs will allow the Switch to forward this multicast traffic as one copy to
recipients of the multicast VLAN, instead of multiple copies.

Regardless of other normal VLANSs that are incorporated on the Switch, users may add any ports to the
multicast VLAN where they wish multicast traffic to be sent. Users are to set up a source port, where the
multicast traffic is entering the switch, and then set the ports where the incoming multicast traffic is to be sent.
The source port cannot be a recipient port and if configured to do so, will cause error messages to be
produced by the switch. Once properly configured, the stream of multicast data will be relayed to the receiver
ports in a much more timely and reliable fashion.

The ISM VLAN Settings page allows the user to configure the ISM VLAN.
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ISM VLAN Settings 0 Ssfeguard
ISM YLAN Global State Enabled (@ Disabled Apply
D YLAN Name
stte Disabied : —
Replace Source IP
Member Ports(e..: 1-4,6) EE— [ IPYE

| Clearall ||  Add

VID  WLAN Name Replace Source IP Member Ports Tagged Ports Source Ports Group List

= < Tahle is empty = =

Figure 4.63 - Configuration > ISM VLAN Settings

ISM VLAN Global State: Enable or disable the IGMP Snooping Multicast (ISM) VLAN Global State.
Click the Apply button to confirm the ISM VLAN Global State.

VID: Add the corresponding VLAN ID of the Multicast VLAN. You may enter a value between 2 and 4094.
State: Use the drop-down menu to enable or disable the selected Multicast VLAN.

Member Ports: Enter a port or list of ports to be added to the Multicast VLAN. Member ports shall be the
untagged members of the multicast VLAN.

Tagged Member Ports: Enter a port or list of ports that will become tagged members of the Multicast VLAN.

VLAN Name: Enter the name of the new Multicast VLAN to be created. This name can be up to 32
characters in length.

Replace Source: This field is used to replace the source IPv4 or IPv6 address of incoming packets sent by
the host before being forwarded to the source port.

Source Ports: Enter a port or list of ports to be added to the Multicast VLAN. Source ports shall be the
tagged members of the multicast VLAN.

Click Add to add the ISM VLAN which will appear in the table, or click Clear All to clear all fields.

Click Edit button to modify the parameters and update the ISM VLAN Setting or click Delete to delete the
ISM VLAN.

Click View to display the detail information of ISM VLAN.
ISM Multicast Table O _safeguard

VLAN Name rd2

Multicast Address (e.0.:235.1.1.1-235.1.1.9) -

[ | IPve

Add Delete all

Multicast Group

= = Table is empty » =

Figure4.64 - Configuration > IGMP Snooping > ISM VLAN Settings

Multicast Address: Select IPv4 or IPv6 and specify the IP address.
Click Add to create a new enter or click Delete All to remove all entries.

Configquration > Jumbo Frame

Jumbo Frame support is designed to enhance Ethernet networking throughput and significantly reduce the
CPU utilization of large file transfers like large multimedia files or large data files by enabling more efficient
larger payloads per packet. The Jumbo Frame page allows network managers to enable Jumbo Frames on
the device.

The Jumbo Frame default is disabled, Select Enabled and then click Apply to turn on the jumbo frame
support.

Jumbo Frame Settings (6) Ssfeguard

Jumbao Frame Enahled ‘e Disahled _ Apply

7 Note: Max size of Jumbo Frame is 10K
Figure 4.65 — Configuration > Jumbo Frame Settings

41



D-Link DGS-1100-10/ME User Manual

Configuration > Port Mirroring

Port Mirroring is a method of monitoring network traffic that forwards a copy of each incoming and/or
outgoing packet from one port of the Switch to another port, where the packet can be studied. This enables
network managers to better monitor network performances.

Port Mirroring Configuration O Ssfeguard.
B ——
Port Mirroring Enabled e Disabled

Source Port Selection

Shiffer Mode Select All

Apply

{ Maximum Entries : 4)

Group ID Target Port Sniffer Mode Source Port List Delete
=< Table is empty = =

Figure 4.66 — Configuration > Port Mirroring

Selection options for the Source Ports are as follows:

TX (transmit) mode: Duplicates the data transmitted from the source port and forwards it to the Target Port.
Click “all” to include all ports into port mirroring.

RX (receive) mode: Duplicates the data that is received from the source port and forwards it to the Target
Port. Click “all” to include all ports into port mirroring.

Both (TX and RX) mode: Duplicate both the data transmitted from and data sent to the source port, and
forwards all the data to the assigned Target Port. Click “all” to include all ports into port mirroring.
None: Turns off the mirroring of the port. Click “all” to remove all ports from mirroring.

Click Apply to implement changes made.

Configuration > Loopback Detection

The Loopback Detection function is used to detect the loop created by a specific port while Spanning Tree
Protocol (STP) is not enabled in the network, especially when the down links are hubs or unmanaged
switches. The Switch will automatically shut down the port and sends a log to the administrator. The
Loopback Detection port will be unlocked when the Loopback Detection Recover Time times out. The
Loopback Detection function can be implemented on a range of ports at the same time. You may enable or
disable this function using the drop-down menu.

Loopback Detection Settings O Ssfeguard
Loophack Detection Enabled ' Disabled
Mode [Porthased v
Interval (1-32767) sec
Recover Time (0 or 60-1000000) sec Apply
From Port To Port State
[o1 v] [io v Disabled ¥ __Refresh Apply
Port State Loop Status
1 Disahled Normal
2 Disahled MNormal
3 Disahled Normal
4 Disahled Normal
g Disahled Normal
6 Disabled Normal
7 Disahled Normal
8 Disabled Normal
9 Disahled Normal
10 Disabled Normal

Figure 4.67 — Configuration > Loopback Detection

Loopback Detection State: Use the drop-down menu to enable or disable loopback detection. The default
is Disabled.

Mode: Specify the Loopback Detection to be Port-based or VLAN-based.
Interval (1-32767): Set a Loop detection Interval between 1 and 32767 seconds. The default is 2 seconds.
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Recover Time (0 or 60-1000000): Time allowed (in seconds) for recovery when a Loopback is detected.
The Loop Detection Recover Time can be set at 0 seconds, or 60 to 1000000 seconds. Entering O will
disable the Loop Detection Recover Time. The default is 60 seconds.

From Port: The beginning of a consecutive group of ports may be configured starting with the selected port.
To Port: The ending of a consecutive group of ports may be configured starting with the selected port.
State: Use the drop-down menu to toggle between Enabled and Disabled. Default is Disabled.

Click Apply to implement changes made and click Refresh to renew the page.

Configuration > SNTP Settings > Time Settings

SNTP or Simple Network Time Protocol is used by the Switch to synchronize the clock of the computer. The
SNTP settings folders contain two windows: Time Settings and TimeZone Settings. Users can configure the
time settings for the switch, and the following parameters can be set or are displayed in the Time Settings
page.

Time Settings O Ssfeguard |
Clock Source e Local SNTP
Current Time 1/01/2013 04:35:38
SNTP Server Configuration
SNTP First Server 0000 % 1pva
[ | 1Pve
SNTP Second Server {0.0.0.0 ] 1Pv4

[ | IPve

SNTP Poll Interval In Seconds (30-99999) 30

Mannually set current time

Data (DDMMPYY)
Time (HH:MM:SS) pazszs ]
* Set time from PC
Data (DDIMMAYY) frozzos ]
Time (HH:MM:SS) [f4z12e ]

Apply

Figure 4.68 — Configuration > SNTP Settings > Time Settings

Clock Source: Specify the clock source by which the system time is set. The possible options are:
Local - Indicates that the system time is set locally by the device.
SNTP - Indicates that the system time is retrieved from a SNTP server.

Current Time: Displays the current date and time for the switch.

If choosing SNTP for the clock source, then the following parameters will be available:

SNTP First Server: Select IPv4 or IPv6 and specify the IP address of the primary SNTP server from which
the system time is retrieved.

SNTP Second Server: Select IPv4 or IPv6 and specify the IP address of the secondary SNTP server from
which the system time is retrieved.

SNTP Poll Interval in Seconds (30-99999): Defines the interval (in seconds) at which the SNTP server is
polled for Unicast information. The Poll Interval default is 30 seconds.

Click Apply to implement changes made.

When selecting Local for the clock source, you can select from one of two options:
Manually set current time: Enter the system time manually.
Set time from PC: The system time will be synchronized from the local computer.

Configuration > SNTP Settings > TimeZone Settings
The TimeZone Setting Page is used to configure time zones and Daylight Savings time settings for SNTP.
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TimeZone Settings O Ssfeguard
Daylight Saving Time State Disabled v

Daylight Saving Time Offset In Minutes 60 v

Time Zone Offset: From GMT In +/-HH:MM + v |00 V|00V

DST Annual Settings

From:Month [Jan i
From:Day Lo
From:Time In HH MM |00 v ][00 v

To:Month |Jan v
To:Day [o1 v
To:Time In HH MM (oo v ]j 00 v ‘

Apply

Figure 4.69 — Configuration > SNTP > TimeZone Settings

Daylight Saving Time State: Enable or disable the DST Settings.

Daylight Saving Time Offset: Use this drop-down menu to specify the amount of time that will constitute
your local DST offset - 30, 60, 90, or 120 minutes.

Time Zone Offset GMT +/- HH:MM: Use these drop-down menus to specify your local time zone's offset
from Greenwich Mean Time (GMT.)

Daylight Saving Time Settings:

From: Month / Day: Enter the month DST and date DST will start on, each year.
From: HH:MM: Enter the time of day that DST will start on, each year.

To: Month / Day: Enter the month DST and date DST will end on, each year.
To: HH:MM: Enter the time of day that DST will end on, each year.

Click Apply to implement changes made.

Configuration > DHCP Relay > DHCP Relay Global Settings
User can enable and configure DHCP Relay Global Settings on the Switch.

DHCP Relay Global Settings 0 Safeguard
DHCP Relay State Disabled v

DHCP Relay Hops Count Limit (1-16) 14

DHCP Relay Time Threshold (0-65535) '0

DHCP Relay Agent Information Option 82 State Disabled v

DHCP Relay Agent Information Option 82 Check Disahled v

DHCP Relay Agent Information Option 82 Policy Drop ¥

DHCP Relay Agent Information Option 82 Remote ID Default v ||[DE-AD-BE-EF-01-02 1

Apply
Figure 4.70 - Configuration > DHCP Relay > DHCP Relay Global Settings

DHCP Relay State: This field can be toggled between Enabled and Disabled using the drop-down menu. It
is used to enable or disable the DHCP Relay service on the Switch. The default is Disabled.

DHCP Relay Hops Count Limit (1-16): This field allows an entry between 1 and 16 to define the maximum
number of router hops DHCP messages can be forwarded across. The default hop count is 4.

DHCP Relay Time Threshold (0-65535): Allows an entry between 0 and 65535 seconds, and defines the
maximum time limit for routing a DHCP packet. If a value of 0 is entered, the Switch will not process the
value in the seconds field of the DHCP packet. If a non-zero value is entered, the Switch will use that value,
along with the hop count to determine whether to forward a given DHCP packet.
DHCP Relay Agent Information Option 82 State: This field can be toggled between Enabled and Disabled
using the drop-down menu. It is used to enable or disable the DHCP Agent Information Option 82 on the
Switch. The default is Disabled.
Enabled — When this field is toggled to Enabled the relay agent will insert and remove DHCP relay
information (option 82 field) in messages between DHCP servers and clients. When the relay agent
receives the DHCP request, it adds the option 82 information, and the IP address of the relay agent
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(if the relay agent is configured), to the packet. Once the option 82 information has been added to
the packet it is sent on to the DHCP server. When the DHCP server receives the packet, if the server
is capable of option 82, it can implement policies like restricting the number of IP addresses that can
be assigned to a single remote ID or circuit ID. Then the DHCP server echoes the option 82 field in
the DHCP reply. The DHCP server unicasts reply to the back to the relay agent if the request was
relayed to the server by the relay agent. The switch verifies that it originally inserted the option 82
data. Finally, the relay agent removes the option 82 field and forwards the packet to the switch port
that connects to the DHCP client that sent the DHCP request.

Disabled - If the field is toggled to Disabled the relay agent will not insert and remove DHCP relay
information (option 82 field) in messages between DHCP servers and clients, and the check and
policy settings will have no effect.

DHCP Relay Agent Information Option 82 Check: This field can be toggled between Enabled and
Disabled using the dropl-down menu. It is used to enable or disable the Switch’s ability to check the validity
of the packet’s option 82.

Enabled — When the field is toggled to Enabled, the relay agent will check the validity of the packet’s

option 82 fields. If the switch receives a packet that contains the option-82 field from a DHCP client,
the switch drops the packet because it is invalid. In packets received from DHCP servers, the relay
agent will drop invalid messages.

Disabled - When the field is toggled to Disabled, the relay agent will not check the validity of the
packet’s option 82 fields.

DHCP Relay Agent Information Option 82 Policy: This field can be toggled between Replace, Drop, and
Keep by using the drop-down menu. It is used to set the Switches policy for handling packets when the
DHCP Agent Information Option 82 Check is set to Disabled. The default is Replace.

Replace - The option 82 field will be replaced if the option 82 field already exists in the packet
received from the DHCP client.

Drop - The packet will be dropped if the option 82 field already exists in the packet received from the
DHCP client.

Keep -The option 82 field will be retained if the option 82 field already exists in the packet received
from the DHCP client.

DHCP Relay Agent Information Option 82 Remote ID: This field can be toggled between Default and User

Define.

\‘ NOTE: If the Switch receives a packet that
contains the option-82 field from a DHCP client
and the information-checking feature is enabled,
the switch drops the packet because it is invalid.
However, in some instances, you might configure
a client with the option-82 field. In this situation,
you should disable the information-check feature
so that the switch does not remove the option-82
field from the packet. You can configure the action
that the switch takes when it receives a packet
with existing option-82 information by configuring
the DHCP Agent Information Option 82 Policy.

Configuration > DHCP Relay > DHCP Relay Interface Settings

This page allows the user to set up a server, by IP address, for relaying DHCP information the switch. The
you may enter a previously configured IP interface on the Switch that will be connected directly to the DHCP
server using the following window. Properly configured settings will be displayed in the DHCP Relay Table at
the bottom of the following window, you click the Add button under the Apply heading. You may add up to
four server IPs per IP interface on the Switch. Entries may be deleted by clicking the Delete button.
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O Ssfeguard |

Interface System
Server IP | Apply

DHCP Relay Interface Tahle

Interface Servert Server2 Server3 Serverd
< =Tahle is empty > =

Figure 4.71 - Configuration > DHCP Relay > DHCP Relay Interface Settings

Interface: The IP interface on the Switch that will be connected directly to the server.
Server IP: Enter the IP address of the DHCP server. Up to four server IPs can be configured per IP Interface.

Configuration > DHCP Local Relay Settings

From this page you can configure DHCP Local Relay. DHCP broadcasts are trapped by the switch CPU, and
replacement broadcasts are forwarded with Option 82. Replies from the DHCP servers are trapped by the
switch CPU, the Option 82 is removed and the reply is sent to the DHCP Client.

DHCP Local Relay Settings O Ssfeguapd

DHCP Local Relay Status Enabled (e Disabled | Aggl\(

Config DHCP Local Relay for VLAN
Config VLAN hy: VID v Disabled v | Apply

DHCP Local Relay VID List:

Figure4.72 - Configuration > DHCP Local Relay Settings

DHCP Local Relay Status: Specifies whether DHCP Local Relay is enabled on the device.
Enabled — Enables DHCP Local Relay on the device.
Disabled — Disables DHCP Local Relay on the device. This is the default value.
Config VLAN by: Configure the VLAN by VID or VLAN Name of drop-down menu.
State: Specifies whether DHCP Local Relay is enabled on the VLAN.
Enabled — Enables DHCP Local Relay on the VLAN.
Disabled — Disables DHCP Local Relay on the VLAN.
DHCP Local Relay VID List: Displays the list of VLANs on which DHCP Local Relay has been defined.

Click Apply to implement changes made.

Configuration > DHCPv6 Relay Settings
The DHCPvV6 Relay Settings page allows user to configure the DHCPV6 settings.

DHCPv6 Relay Settings O Ssfeguard
DHCPv6 Relay State Disahled v

DHCPv6 Relay Hops Count Limit (1-32) 4

DHCPv6 Relay Option37 State Disabled X

DHCPv6 Relay Option37 Check Disabled v

DHCPv6 Relay Option37 Remote ID Type Default v

[DE-AD-BE-EF-01-02 75@ J

Interface

Server IP | Apply

DHCPv6 Relay Interface Table

Interface Server Address Delete
= = Tableis empty = =

Figure4.73 - Configuration > DHCPV6 Relay Settings

DHCPv6 Relay Status: Specifies whether DHCPv6 Relay is enabled on the device.
Enabled — Enables DHCPv6 Relay on the device.
Disabled — Disables DHCPv6 Relay on the device. This is the default value.
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DHCPv6 Relay Hops Count Limit (1-32): The field allows and entry between 1 and 32 to define the
maximum number of router hops DHCPVv6 messages can be forwarded. The default hop count is 4.

DHCPv6 Relay Option37 State: Specifies the DHCPv6 Relay Option37 State to be enabled or disabled.
DHCPv6 Relay Option37 Check: Specifies the DHCPv6 Relay Option37 Check to be enabled or disabled.

DHCPv6 Relay Option37 Remote ID Type: Specifies the DHCPv6 Relay Option37 Remote ID type is CID
with User Defined, User Defined or Default.

Interface: Enter a name of the interface.
Server IP: Enter the server IP address.

Click Apply to implement changes made.

Configuration > 802.3ah EthernetLink OAM > Ethernet OAM Port Settings

Ethernet OAM (Operations, Administration, and Maintenance) is a data link layer protocol which provides
network administrators the ability to monitor the health of the network and quickly determine the location of
failing links or fault conditions on point-to-point and emulated point-to-point Ethernet link.

The Ethernet OAM Port Settings page allows you to configure the Ethernet OAM settings.

Ethernet OAM Port Settings O Ssfeguard |
RS SE S P YE- EADE RO
From Port To Port Mode State Remote Loophack Received Remote Loophack
01 v 10 v Active v Disabled v Start v lgnore v
Apply |

Ethernet OAM Local Port Status Table

Max OAMPDU  emote Unidirection  Link Monitoring "21akle PDU Revision 2PEration SRR
Loophack Request Status Status
1 Disahled Active 1518Bytes Support Not Supported  Support Support o Disabled No Loopback
2 Disabled Active 1518Bytes Support Not Supported  Support Support 0 Disabled Mo Loophack
3 Disabled Active 1518Bytes Support Kot Supported  Support Support 0 Disabled No Loophack
4 Disahled Active 1518Bytes Support Not Supported  Support Support 0 Disahbled No Loophack
5 Disabled Active 1518Bytes Support Mot Supported  Support Support 0 Disabled Mo Loopback
6 Disabled Active 1518Bytes Support Not Supported  Support Support 0 Disabled No Loopback
7 Disabled  Active 1518Bytes Support Not Supported  Support Support 0 Disabled No Loopback
8 Disahled Active 1518Bytes Support Not Supported  Support Support 0 Disabled No Loopback
9 Disabled Active 1518Bytes Support Mot Supported  Support Support 0 Disahled Mo Loopback
10 Disabled Active 1518Bytes Support Not Supported  Support Support 0 Disabled Mo Loophack

Ethernet OAM Remote Port Status Table

Max OAMPDU Unidirection Link Monitoring  Variahle Request  PDU Revision Mac Address Yendor(OUI)

== Table is empty = =

Figure 4.74 - Configuration > 802.3ah EthernetLink OAM > Ethernet OAM Port Settings

From Port / To Port: Select a range of ports to be configured.
Mode: Select either active mode or passive mode. The default mode is active.
State: Select to enable or disable the OAM function. The default state is disabled.

Remote Loopback: If start is specified, it will request the peer to change to the remote loopback mode. If
stop is specified, it will request the peer to change to the normal operation mode.

Received Remote Loopback: Select whether to process or to ignore the received Ethernet OAM remote
loopback command. The default method is Ignore.

Click Apply to implement changes made.

Configuration > 802.3ah EthernetLink OAM > Ethernet OAM Event Configuration
The Ethernet OAM Event Configuration page allows user to configure the Ethernet OAM Event settings.
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Ethernet OAM Event Configuration (6] Ssfeguand
From Port 01 v To Port 10 v

Symbol Error Threshold (0-4294367295) Wwindow (1000-60000) Notify |Enabled ¥
Frame Error Threshold (0-4294967295) Window (1000-60000) Notify |Enabled v
Frame Period Error Threshold (0-4294967295) window (148810101 1488100 Notify |Enabled ¥
Frame Seconds Error  Threshold (0-4294967295) Window (10000-300000) 60000 Notify |Enabled ¥
Critical Link Event Motify Enabled ¥ Apply

Ethernet OAM Event Configuration Table

Remote Laopback

Mode Critical Event

Symbol Eor  Frame Error  Frame Period Error  Frame Seconds Error

OAMPDU
1 Disabled Active Enahled Not Processed Enabled Enabled Enabled Enabled
2 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
3] Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
4 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
5 Disabled  Active Enabled Mot Processed Enabled Enabled Enabled Enabled
6 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
7 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
8 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled
9 Disabled Active Enahled Not Processed Enabled Enabled Enabled Enabled
10 Disabled Active Enabled Not Processed Enabled Enabled Enabled Enabled

Figure 4.75 - Configuration > 802.3ah EthernetLink OAM > Ethernet OAM Event Configuration

From Port / To Port: Specified a range of ports to be configured.
Link Event: Choose the type of Link Event, Link Monitor or Critical Link Event, to configure.

Link Monitor: The option is used to configure ports Ethernet OAM link monitoring error symbols, error
frames, error frame period, and error frame seconds. Link monitoring function provides a mechanism to
detect and indicate link faults under a variety of conditions. OAM monitors the statistics on the number of
frame errors as well as the number of coding symbol errors. If the number of error symbols or error frames is
equal to or greater than the specified threshold within the period specified by the Window option, and the
event notification state (Notify) is enabled, it generates an event to notify the remote OAM peer.

Use the Link Monitor menu to define the type of link monitor, and set the threshold, window and notifications
status.

Threshold: Specify the number of error symbols, error frames, error frame period, or error frame seconds in
the period that is required to be equal to or greater than in order for the event to be generated. Threshold
value can range from 0 — 4294967295.

Window: For error symbol and error frame, the available range is 1000 to 60000 ms and default value
1000ms. For error frame period the range is 14881 to 89286000, the default value is 148810 for FE port. For
error frame seconds the range is 10000 to 900000, the default value is 60000.

Click Apply to implement changes made.

Configuration > DULD > DULD Port Settings

The Switch features a D-Link Unidirectional Link Detection (DULD) module. The unidirectional link detection
provides a mechanism that can be used to detect unidirectional link for Ethernet switches whose PHYs do
not support unidirectional OAM operation. This function is established based on OAM, so OAM should be
enabled before starting detection.

To view this window, click Configuration > DULD > DULD Port Settings, as shown below:

DULD Settings O Safeguard

From Port To Port Admin State Mode Discovery Time (5-65535)

01| v 10 v Disabled ¥ Normal v B sect® Apply
Pi Admin State Oper Status Link Status Discovery Time
1 Disabled Disabled Normal Unknown 5
2 Disabled Disabled Normal Unknown 5
3 Disahled Disahled Normal Unknown 5
4 Disabled Disabled Narmal Unknown 5
15} Disahled Disahled Normal Unknown 5
6 Disabled Disabled Normal Unknown 8
7 Disahled Disabled Normal Unknown 5
8 Disabled Disabled Narmal Unknown 5
9 Disahled Disahled MNormal Unknown 5
10 Disabled Disabled Normal Unknown 5

Figure4.76 - Configuration > DULD > DULD Port Settings

From Port / To Port: Select the ports to be configured.
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Admin State: Enable or disable the administration state. This indicates these ports unidirectional link
detection status. The default state is Disabled.

Mode: Toggle between Shutdown and Normal. When Shutdown is selected if any unidirectional link is
detected, this feature will disable the port and log an event. When Normal is selected, this feature will only
log an event when a unidirectional link is detected.

Discovery Time (sec): Enter the port neighbor discovery time between 5 and 65535 seconds. If the
discovery is timed out, the unidirectional link detection will start. The default discovery time is 5 seconds.

Click Apply to create a new entry.

Configuration > Multicast Forwarding & Filter > Multicast Forwarding

The Multicast Forwarding page displays all of the entries made into the Switch’s static multicast forwarding
table.

Multicast Forwarding O Ssfeguard |
Multicast Forwarding Settings
vID -

Multicast MAC Address 1 Clear All Apply

Select All
Egress ) All "
None all . . D O O . 0 O . .

Egress Ports
Total Entries: 0

MAC Address Egress Ports

<< Tableis empty = =

Figure 4.77 - Configuration > Multicast Forwarding & Filter > Multicast Forwarding

VID: The VLAN ID of the VLAN to which the corresponding MAC address belongs.

Multicast MAC Address: The MAC address of the static source of multicast packets. This must be a
multicast MAC address.

Port Settings: Allows the selection of ports that will be members of the static multicast group and ports
either that are forbidden from joining dynamically, or that can join the multicast group dynamically, using
GMRP.

Egress - The port is a static member of the multicast group.

None - No restrictions on the port dynamically joining the multicast group. When None is chosen,
the port will not be a member of the Static Multicast Group.

Click Apply to implement changes made.

Configuration > Multicast Forwarding & Filter > Multicast Filter Mode
The Multicast Filtering Mode page allows you to set up the filtering mode.
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O Ssfeguard
b ”
From Port To Port Multicast Filter Mode
01 v 10 v Faorward Unregistered Groups X Apply
Port Multicast Filter Mode

1 Forward Unregistered Groups
2 Forward Unregistered Groups
3 Forward Unregistered Groups
4 Forward Unregistered Groups
5 Forward Unregistered Groups
6 Forward Unregistered Groups
7 Forward Unregistered Groups
8 Forward Unregistered Groups
g Forward Unregistered Groups
10 Forward Unregistered Groups

Figure4.78 - Configuration > Multicast Forwarding & Filter > Multicast Filter Mode

From Port / To Port: Specify the ports of the VLAN on which the corresponding MAC address belongs to.

Multicast Filtering Mode: Select an action from the drop-down menu when the Switch receives a multicast
packet that is to be forwarded to one of the ports in the range specified above.

Forward Unregistered Groups - This will instruct the Switch to forward a multicast packet whose
destination is an unregistered multicast group residing within the range of ports specified above.

Filter Unregistered Groups - This will instruct the Switch to filter any multicast packets whose destination is
an unregistered multicast group residing within the range of ports specified above.

Configuration > Multicast Forwarding & Filter > IP_ Multicast Profile Settings
The IP Multicast Profile Settings page allows you to configure the IP Multicast Profile.

IP Multicast Profile Settings (6] Ssfeguard ]
Profile Type Profile ID Profile Name
e vllon | add
1Pvd Y| | Deleteall |
Total Entries: 0
Profile Type Profile ID Profile Name

= =Tahleis empty > =

Figure 4.79 - Configuration > IGMP Snooping > IP Multicast Profile Settings

Profile Type: Select either IPv4 or IPv6.

Profile ID: Select the Profile ID.

Profile Name: Enter a Profile Name.

Click Add to create a new IP Multicast Profile or click Delete All to clear all the entries.

Configuration > Multicast Forwarding & Filter > Limited Multicast Range Settings

The Limited Multicast Range Settings page allows you to configure the Limited Multicast. Specify the port
range, select the Access IP Type (IPv4 or IPv6), and select to permit or deny access. Click Apply to
implement changes made.
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O Ssfeguard |
From Port To Port Access P Type ACcess
01 v 10 v IPv4 v Permit v apply |
From Port To Port Profile Type Profile ID
01 v 10 ¥ IPv4 v 01 Y. | Add | Delete
Port Profile ID Access State
1 IPy4: IPv4: Permit
IPv&: IPy6: Permit
2 1Py4: IPv4: Permit
IPv6: IPv&: Permit
3 IPy4: IPy4: Permit
|Pv6: IPy6: Permit
4 Pvd: IPv4: Permit
1Pyv6: IPv6: Permit
5 1Py4: IPv4: Permit
Py IPv6: Permit
& 1Py4: 1Pv4: Permit
IPvE: IPvE: Permit
7 IPy4: IPv4: Permit
|Pv6: IPy6: Permit
a Pv4: IPv4: Permit
1Py6: IPv6: Permit
a P4 IPv4: Permit
IPy&: IPy6; Permit
10 IPy4: IPv4: Permit
IPy6: IPy6; Permit

Figure 4.80 - Configuration > IGMP Snooping > Limited Multicast Range Settings
From Port / To Port: Select the port ranges to be configured.
Profile Type: Select IPv4 or IPv6.
Profile ID: Select the Profile ID.

Click Add to create the Profile ID with specified ports or click Delete to remove the ports.

Configuration > Multicast Forwarding & Filter > Max Multicast Group Settings
The Max Multicast Group Settings page allows you to configure the max multicast group for IGMP Snooping.

(6] Ssfeguard |
IP Type Max Group (1-256)

ot Y 10 y IPv4 y Apply
Po IPv4 MAX Multicast Group |PvB MAX Multicast Group

1 256 256

2 256 256

3 256 256

4 256 256

5 256 256

6 256 256

7 256 256

8 256 256

9 256 256

10 256 256

Figure4.81- Configuration > IGMP Snooping > Max Multicast Group Settings

From Port / To Port: Select the port ranges to be configured.
IP Type: Select IPv4 or IPv6.
Max Group (1-256): Select the Max Group to be configured.

Click Apply to implement changes made.

QoS > Traffic Control

The Traffic Control feature provides the ability to control the receive rate of broadcast, multicast, and
unknown unicast packets. Once a packet storm has been detected, the Switch will drop packets coming into
the Switch until the storm has subsided.
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Traffic Control O Safeguard
Traffic Control Settings
From Port 01 v To Port 10 v
N={1~15625)
Drop Threshold (B4kbps * N} [B4Kbps. }*[1 |= hd |Kbps
Action Drop v Count Down (0 or 5-30) 0 min
Time Interval (5-30) l5 |sec Shutdown Threshold (0-255000) [1000 pkiis
Storm Control Type None v Apply
Traffic Trap Settings None v Apply

Storm Control Type Action Threshold CountDown  Interval Port status Shutdown Forever

P
1 Nane Drop 0 Kbps i} 0 Normal
2 None Drop 0Khbps 0 0 Normal
3 None Drop 0 Kbps a a MNormal
4 MNone Drop 0 Kbps 0 1] MNormal
5 None Drop 0 Kbps 0 0 Normal
6 None Drop 0 Khps 0 0 Normal
7 Mone Drop 0 Kbps i} a Mormal
8 None Drop 0 Khps 0 0 Normal
g MNone Drop 0 Kbps a i} MNormal
1 0 0

=1

MNone Drop 0Khps MNormal

Figure4.82 — QoS > Traffic Control

From Port/To Port: Select a range of ports to be configured.

Drop Threshold (64Kbps * N): If storm control is enabled (default is disabled), the threshold is from of 64 ~
1,024,000 Kbit per second, with steps (N) of 64Kbps. N can be from 1 to 15625.

Action: Select the method of traffic control from the pull down menu. The choices are:

Drop — Utilizes the hardware Traffic Control mechanism, which means the Switch’s hardware will
determine the Packet Storm based on the Threshold value stated and drop packets until the issue is
resolved.

Shutdown — Utilizes the Switch’s software Traffic Control mechanism to determine the Packet Storm
occurring. Once detected, the port will deny all incoming traffic to the port except STP BPDU packets,
which are essential in keeping the Spanning Tree operational on the Switch. If the countdown timer
has expired and yet the Packet Storm continues, the port will be placed in rest mode and if no action
is taken will enter auto-recovery mode after a five minute period. Choosing this option obligates the
user to configure the interval setting as well, which will provide packet count samplings from the
Switch’s chip to determine if a Packet Storm is occurring.

Count Down (0 or 5-30): The countdown timer is set to determine the amount of time, in minutes, that the
Switch will wait before shutting down the port that is experiencing a traffic storm. This parameter is only
useful for ports configured as Shutdown in their Action field and therefore will not operate for Hardware-
based Traffic Control implementations. The possible time settings for this field are 0, 5-30 minutes. 0 denotes
that the port will never shutdown.

Time Interval (5-30): The interval will set the time between Multicast and Broadcast packet counts sent from
the Switch’s chip to the Traffic Control function. These packet counts are the determining factor in deciding
when incoming packets exceed the Threshold value. The interval may be set between 5 and 30 seconds with
the default setting of 5 seconds.

Shutdown Threshold (0-255000): Specify the shutdown threshold for traffic threshold.

Storm Control Type: User can select the different Storm type from Broadcast, Multicast, Broadcast +
Multicast, Unknown Unicast, Broadcast + Unknown Unicast, Multicast + Unknown Unicast, and Broadcast +
Multicast + Unknown Unicast.

Click Apply for the settings to take effect.

\‘ NOTE: Ports that are in rest mode will be seen as
Discarding in Spanning Tree windows and
implementations though these ports will still be
forwarding BPDUs to the Switch’s CPU.

\‘ NOTE: Ports that are in rest mode will be seen as
link down in all windows and screens until it
enters the auto-recovery mode or the user
recovers these ports by configuring the port state.
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QoS > Bandwidth Control

The Bandwidth Control page allows network managers to define the bandwidth settings for a specified port’s
transmitting and receiving data rates.

Bandwidth Control (6) Safeguard
From Port To Port Type No Limit Rate(16-1000000)
01 v| [10 v RX ¥ Disabled ¥ [ |oitsisec 2pply
17 Tx Rate (khitsisec) Rix Rate (khits/sec) Efiective RX {Khit/sec) Effective TX (Khit'sec)
1 No Limit No Limit No Limit No Limit
2 No Limit No Limit Nao Limit No Limit
3 No Limit No Limit No Limit No Limit
4 No Limit No Limit No Limit Nao Limit
5 No Limit No Limit No Limit No Limit
6 No Limit No Limit No Limit No Limit
7 No Limit No Limit No Limit No Limit
g No Limit No Limit No Limit No Limit
9 No Limit No Limit No Limit Na Limit
10 No Limit No Limit No Limit No Limit

Figure 4.83 — QoS > Bandwidth Control

From Port / To Port: Select a range of ports to be configured.

Type: Select RX (receive), TX (transmit), or Both. This setting will determine whether the bandwidth ceiling
is applied to receiving, transmitting, or both receiving and transmitting packets.

No Limit: Select Enabled to remove any bandwidth limit on the selected port range. Select Disabled and
enter a bandwidth rate limit.

Rate (16-1000000): If you selected Disabled from the No Limit drop-down menu, enter the data rate, in Kbits
per second, will be the limit for the selected port. The value is between 16 and 1000000.

Click Apply for the settings to take effect.

\‘ NOTE: The TX rate for Gigabit ports can only be
configured in multiples of 1850kbps. If any other
value is used, the system automatically rounds it
down to the lower multiple of 1850.

QoS > 00S Settings

QoS is an implementation of the IEEE 802.1p standard that allows you to reserve bandwidth for important
functions that require a larger bandwidth or that might have a higher priority, such as VolP (voice-over
Internet Protocol), web browsing applications, file server applications or video conferencing. Thus with larger
bandwidth, less critical traffic is limited, and therefore excessive bandwidth can be saved.

QoS Setli_ngs_ 0 Safeguard
) et

Select QoS Mode 802.1P X

Queuing mechanism Strict Priority v Agg!y

7 [WRR]

802.1P Priority 0 1 2 3 4 5 B 7
Queue 2 0 1 3 4 5 6 7
Weight 3 1 2 4 5 6 7 8

7 Queue priotity from low to heighis 0to 7

From Port To Port Priority
1 v 10 ¥ ov Apply |

Priority Effective Priority

=W DO W =
coocooooooo
cooocooooo

0

7 Note:
1. Foringress untagged packets, the per port "Default Priority’ settings will be applied to packets of each portto provide port-based trafiic prioritization.
2. Foringress tagged packets, D-Link Switches will refer to their 802.1P information for prioritization.

Figure 4.84 - QoS > QoS Settings
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Select QoS Mode: Select PortBase, 802.1p, or DSCP.

Quening Mechanism:
Strict Priority: Selecting this will set the highest queue to be emptied first while the other queues
will follow the weighted round-robin scheduling scheme

WRR: Use the weighted round-robin (WRR) algorithm to handle packets in an even distribution in
priority classes of service.

Click Apply for the settings to take effect.

From Port / To Port: Select a range of ports to be configured.

Priority: Defines the priority assigned to the port. The priority range is between 0 and 7 with O being
assigned to the lowest priority and 7 assigned to the highest.

Click Apply for the settings to take effect.

RMON > RMON Basic Settings

You can enable and disable remote monitoring (RMON) status for the SNMP function on the Switch. In
addition, RMON Rising and Falling Alarm Traps can be enabled and disabled. Click Apply for the settings to
take effect.

RMON Basic Settings O Ssfeguard

RMON Status Enabled (e Disabled Apply

Figure 4.85 - RMON > RMON Basic Settings

RMON > RMON Ethernet Statistics Configuration

The RMON Statistics Configuration page displays the information of RMON Ethernet Statistics and allows
you to configure the settings.

RMON Ethernet Statistics Configuration O Ssfeguand,
Index(1~65535) [ Iz
Port [ I8

Owner i

# *indicates mandatary data | Apply

Port Drop Events Octets Packets Broadcast Packets Multicast Packets Owner

== Tahle is empty > =
Figure 4.86 - RMON > RMON Ethernet Statistics Configuration

The RMON Ethernet Statistics Configuration contains the following fields:
Index (1 - 65535): Enter the RMON Ethernet Statistics entry number.

Port: Enter the port from which the RMON information was taken.

Owner: Enter the RMON station or user that requested the RMON information.

Click Apply for the settings to take effect.

RMON > RMON History Control Configuration

The RMON History Control Configuration page contains information about samples of data taken from ports.
For example, the samples may include interface definitions or polling periods.
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O Safeguard
Index(1~65535) [ |z
Por T
Buckets Requested (1~50)
Interval (1~3600 secs)
Owner [
# *indicates mandatory data Apply

Indesx Buckets Requested Buckets Granted Interval Owner

== Tahle is empty = =

Figure 4.87 - RMON > RMON History Control Configuration

The History Control Configuration contains the following fields:

Index (1 - 65535): Enter the history control entry number.

Port: Enter the port from which the RMON information was taken.

Buckets Requested (1 ~ 50): Enter the number of buckets that the device saves.

Interval (1 ~ 3600secs): Enter in seconds the time period that samplings are taken from the ports. The field
range is 1-3600. The default is 1800 seconds (equal to 30 minutes).

Owner: Enter the RMON station or user that requested the RMON information.
Click Apply for the settings to take effect.

RMON > RMON Alarm Configuration

The RMON Alarm Configuration page allows you to configure the network alarms. Network alarms occur
when a network problem, or event, is detected.

RMON Alarm Configuration O ssfeguard
Index(1~65535) [ s Interval(1~2431-1 sec(s) I

Variable \:[* Sample type Ahsolute value v

Rising Threshold@-~2,31-y [ |* Falling Threshold(@~2431-1) [ |*

Rising EventIndex(1~68535y [ |* Falling EventIndex(1~85535) | |*

Owner |

# *indicates mandatory data Apply

Rising Event Falling Event

Owner
Index Index i

Index Interval Variable Sampletype  Rising Threshold Falling Threshold

=< <=Tahle is empty » =

Figure 4.88 - RMON > RMON Alarm Settings

The configuration contains the following fields:

Index (1 - 65535): Enter a specific alarm.

Variable: Enter the selected MIB variable value.

Rising Threshold (0 ~ 2731-1): Enter the rising counter value that triggers the rising threshold alarm.

Rising Event Index (1 ~ 65535): Enter the event that triggers the specific alarm. The possible field values
are user defined RMON events.

Owner: Enter the device or user that defined the alarm.
Interval (1 ~27231-1): Enter the alarm interval time in seconds.

Sample type: Defines the sampling method for the selected variable and comparing the value against the
thresholds. The possible field values are:
Delta value — Subtracts the last sampled value from the current value. The difference in the values
is compared to the threshold.

Absolute value — Compares the values directly with the thresholds at the end of the sampling
interval.

Falling Threshold (0 ~ 2*31-1): Enter the falling counter value that triggers the falling threshold alarm.

Falling Event Index (1 ~ 65535): Enter the event that triggers the specific alarm. The possible field values
are user defined RMON events.

Click Apply for the settings to take effect.
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RMON > RMON Event Configuration
The RMON Event page contains fields for defining, modifying and viewing RMON events statistics.

RMON Event Configuration O Sefegusard
Index(1 ~65535) [ &

Description [ J#

Type MNone v

Community [ |

Owner l ]

# *indicates mandatory data Apply

Description e Community Owner Last Time Sent
< =Tahle is empty = =

Figure4.89 - RMON > RMON Event Configuration

The RMON Events Page contains the following fields:
Index (1~ 65535): Enter an event index number.
Description: Enter a user-defined event description.
Type: Select an event type. The possible values are:
None - Indicates that no event occurred.
Log - Indicates that the event is a log entry.
SNMP Trap - Indicates that the event is a trap.
Log and Trap - Indicates that the event is both a log entry and a trap.
Community: Enter the community to which the event belongs.
Owner: Enter the user that defined the event.

Click Apply for the settings to take effect.

Security > Safequard Engine

D-Link’'s Safeguard Engine is a robust and innovative technology that automatically throttles the impact of
packet flooding into the switch's CPU. This function helps protect the Switch from being interrupted by
malicious viruses or worm attacks. This option is enabled by default.

Safeguard Engine (6] Ssfeguard |
Safeguard Engine e Enabled  Disabled | Apply

D-Link Safeguard Engine is a robust and innovative technology developed by D-Link, which will automatically throttle the impact of packet flooding into the switch's CPU.
It will keep D-Link Switches better protected from being too frequently interrupted by malicious viruses or worm attacks.

Figure 4.90 — Security > Safeguard Engine

Security > Port Security > Port Security Settings

Port Security is a security feature that prevents unauthorized computers (with source MAC addresses)
unknown to the Switch prior to stopping auto-learning processing from gaining access to the network.

A given port’s (or a range of ports') dynamic MAC address learning can be stopped such that the current
source MAC addresses entered into the MAC address forwarding table cannot be changed once the port is
enabled.
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Port Security O Ssfeguard
From Port To Port Admin State Max Learning Address (0-64) Lock Address Mode

01 v| [10 v Disabled ¥ b ] Delete On Timeout v Apply
Port Security

Admin State May Learning Address Lock Address Mode

1 Disahled a Delete On Timeout

2 Disabled 1] Delete On Timeout

3 Disabled [t} Delete On Timeout

4 Disahled o Delete On Timeout

) Disabled [t} Delete On Timeout

6 Disabled a Delete On Timeout

7 Disahled a Delete On Timeout

8 Disahled 1] Delete On Timeout

9 Disabled 0 Delete On Timeout

10 Disahled o Delete On Timeout

Figure 4.91 - Security > Port Security > Port Security Settings

The Port Security page contains the following fields:
From Port/To Port: Select a range of ports to be configured.

Admin State: Select either enable or disable Port Security (locked MAC address table for the selected
ports).

Max. Learning Address (0-64): Enter the number of MAC addresses that will be in the MAC address-
forwarding table for the selected switch and group of ports.

Lock Address Mode: Select how the MAC address table locking will be implemented for the selected group
of ports. The options are:

Delete On Reset — The locked addresses will not age out until the Switch has been reset.
Delete On Timeout — The locked addresses will age out after the aging timer expires.
Permanent — The locked addresses will not age out after the aging timer expires.

Click Apply for the settings to take effect.

Security > Port Security > Port Security FDB Entry

The Port Security FDB Entry page allows the Switch's dynamic forwarding table to be viewed. When the
Switch learns an association between a MAC address, VLAN and a port number, it makes an entry into its
forwarding table. These entries are then used to forward packets through the Switch.

Dynamic Forwarding Table Configuration O Safeguard
Clear Locked Entries

From Port To Port

01 ¥, 10 v Clear

VLAN Name MAC Address Delete

= = Tahle is empty > =

Figure 4.92 - Security > Port Security > Port Security FDB Entry

From Port / To Port: Select the port range to be configured.
Click Clear to remove any lock entries on the selected port range.

Security > 802.1X > 802.1X Settings

Network switches provide easy and open access to resources by simply attaching a client PC. Unfortunately
this automatic configuration also allows unauthorized personnel to easily intrude and possibly gain access to
sensitive data.

IEEE-802.1X provides a security standard for network access control, especially in Wi-Fi wireless networks.
802.1X holds a network port disconnected until authentication is completed. The switch uses Extensible
Authentication Protocol over LANs (EAPOL) to exchange authentication protocol client identity (such as a
user name) with the client and forward it to another remote RADIUS authentication server to verify access
rights. The EAP packet from the RADIUS server also contains the authentication method to be used. The
client can reject the authentication method and request another, depending on the configuration of the client
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software and the RADIUS server. Depending on the authenticated results, the port is either made available
to the user, or the user is denied access to the network.

The RADIUS servers make the network a lot easier to manage for the administrator by gathering and storing
the user lists.

802.1X Settings O _Safeguapd, |
802.1X Enabled e Disabled
Authentication Mode Port Based v Authentication Protocol Local v

802.1X Port Access Control

From Port 01 v To Port 10 v
QuietPeriod (0-65535) o sec SuppTimeout (1-65535) Bo sec
ServerTimeout (1-55535) po  ]sec MaxRe (1-10) B times
TxPeriod (1-65535) po e ReAuthPeriod (1-65535) sec.
ReAuthentication Disabled M Port Control F

Capability None v Direction

Supp Server ReAuth

FPort  AdmDir OperDir  Port Control Auth Status Tx Period < , Max Req 45 Capahility
Timeout  Timeout Period
1 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None
7 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disabhle  None
3 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None
4 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None
5 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None
6 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  Naone
7 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None
8 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disahle  None
9 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  MNone
10 Both Both ForceAuthorized Authorized 30 60 30 30 2 3600 Disable  None

Figure 4.93 - Security > 802.1X > 802.1X Settings

By default, 802.1X is disabled. To use EAP for security, select Enabled and set the Authentication Mode
and Authentication Protocol then click Apply.

Authentication Mode: Indicates the 802.1X mode enabled on the device. The possible field values are:
Port Based — Enables 802.1X on ports. This is the default value.
MAC Based — Enables 802.1X on MAC addresses.

Authentication Protocol: Select the 802.1X Protocol on the device. The possible field values are Local and
RADIUS EAP.

From Port/To Port: Enter the port or ports to be set.

QuietPeriod (0 — 65535 sec): Enter the number of seconds that the switch remains in the quiet state
following a failed authentication exchange with the client. Default is 60 seconds.

ServerTimeout (1 — 65535 sec): Enter the amount of time the switch waits for a response from the client
before resending the response to the authentication server. Default is 30 seconds.

TxPeriod (1 — 65535 sec): Enter the TxPeriod of time for the authenticator PAE state machine. This value
determines the period of an EAP Request/ldentity packet transmitted to the client. Default is 30 seconds.

ReAuthentication: Select whether regular reauthentication will take place on this port. The default setting is
Disabled.

Capability: Select the capability of the 802.1X. The possible field values are:
Authenticator — Specify the Authenticator settings to be applied on a per-port basis.
None — Disable 802.1X functions on the port.

SuppTimeout (1 — 65535 sec): This value determines timeout conditions in the exchanges between the
Authenticator and the client. Default is 30 seconds.

MaxReq (1 — 10): This parameter specifies the maximum number of times that the switch retransmits an
EAP request (md-5challnege) to the client before it times out the authentication session. Default is 2 times.

ReAuthPeriod (1 — 65535 sec): A constant that defines a nonzero number of seconds between periodic
reauthentication of the client. The default setting is 3600 seconds.

Port Control: This allows you to control the port authorization state.

Select ForceAuthorized to disable 802.1X and cause the port to transition to the authorized state
without any authentication exchange required. This means the port transmits and receives normal
traffic without 802.1X-based authentication of the client.
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If ForceUnauthorized is selected, the port will remain in the unauthorized state, ignoring all
attempts by the client to authenticate. The Switch cannot provide authentication services to the client
through the interface.

If Auto is selected, it will enable 802.1X and cause the port to begin in the unauthorized state,
allowing only EAPOL frames to be sent and received through the port. The authentication process
begins when the link state of the port transitions from down to up, or when an EAPOL-start frame is
received. The Switch then requests the identity of the client and begins relaying authentication
messages between the client and the authentication server.

The default setting is Auto.
Direction: Sets the administrative-controlled direction on the port. The possible field values are:

Both — Specify the control is exerted over both incoming and outgoing traffic through the controlled
port selected in the first field.

In — Disables the support in the present firmware release.
Click Apply to implement configuration changes.

Security > 802.1X > 802.1X User

The 802.1X User page allows you to set different local users on the Switch. Enter a 802.1X User name,
Password and Confirm Password. Properly configured local users will be displayed in the table.
802.1X User O Ssfeguand

802.1X User Password Caonfirm Password
l | | Add
7 Note: PasswordfUser Name should be less than 15 characters.

Total Entries :0

User Name Password

=« =Table is empty = =

Figure4.94 - Security > 802.1X > 802.1X User
Click Add to add a new 802.1X user.

Security > 802.1X > Radius Accounting Settings

The Radius Accounting Settings allows you to configure the accounting state of 802.1X.
Radius Accounting Settings (6) Safeguard

Accounting State Enabled e Disabled Apply

Figure 4.95 - Security > 802.1X > Radius Accounting Settings

Security > 802.1X > 802.1X Authentication RADIUS

This page allows you to facilitate centralized user administration as well as providing protection against a
sniffing, active hacker.
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Authentication RADIUS Server O Ssfeguard

Index 1 v

IP Address
[ 1Py

Authentication Port (1-65535) ez ]
Accounting Port (1-65538) E
Timeout (1-258) sec
Retransmit (1-255) B tmes

Key [ |
Confirm Key [ |

7 MNote: Forkey, the maximum number of character is 32.
Apply

RADIUS Server List

Index IP Address Auth-Port Acct-Port Timeout Retransmit

Figure 4.96 - Security > 802.1X > 802.1X Authentication RUDIUS

Index: Select the desired RADIUS server to configure: 1, 2 or 3.

IP Address: Select IPv4 or IPv6 and enter the IP address.

Authentication Port (1 - 65535): Enter the RADIUS authentic server(s) UDP port. The default port is 1812.
Accounting Port (1 - 65535): Enter the RADIUS account server(s) UDP port. The default port is 1813.

Timeout (1 — 255 sec): Enter the time the Switch will wait for a response of authentication from the user.
The user may set a time between 1 and 255 seconds. The default setting is 5 seconds.

Retransmit (1 — 255 times): This command will configure the maximum number of times the Switch will
accept authentication attempts. Users failing to be authenticated after the set amount of attempts will be
denied access to the Switch and will be locked out of further authentication attempts. Command line
interface users will have to wait 60 seconds before another authentication attempt. Telnet and web users will
be disconnected from the Switch. The user may set the number of attempts from 1 to 255. The default
setting is 2.

Key: Enter the key the same as that of the RADIUS server.
Confirm Key: Confirm the shared key is the same as that of the RADIUS server.

Click Apply to implement configuration changes.

Security > 802.1X > 802.1X Guest VLAN
From this page you can set an existing VLAN to a Guest VLAN.

Enter the pre-configured VLAN name to create as a Guest 802.1X VLAN and select the port or ports. Click
Apply to implement the settings.

Guest VLAN O Ssfeguard
EFNEETOF SN S it ol

Add Guest VLAN

YLAN Name | Apply Delete

Current Guest VLAN Ports:

Figure4.97 - Security > 802.1X > 802.1X Guest VLAN

Security > MAC Address Table > Static MAC

This feature provides two distinct functions. The Disable Auto Learning table allows turning off the function
of learning MAC address automatically, if a port isn't specified as an uplink port (for example, connects to a
DHCP Server or Gateway). By default this feature is Off (disabled).
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Static MAC Configuration (6} Ssfeguard

MAC Address

== Tahle is empty = =

_ Addmac_|

Figure 4.98 - Security > MAC Address Table > Static Mac Address

The Static MAC Address List table displays static MAC addresses that are connected, as well as the VID.
Click Add Mac to add a new MAC address, you also need to select the assigned Port number, enter both the
Mac Address and VID and Click Apply. Click Delete to remove one entry or click Delete all to clear the list.
You can also copy a learned MAC address from Dynamic Forwarding Table (please refer to Security >
MAC Address Table > Dynamic Forwarding Table for details).

By disabling Auto Learning capability and specify the static MAC addresses, the network is protected from
potential threats like hackers because traffic from illegal MAC addresses will not be forwarded by the Switch.

Click Add MAC button, select the Port, VID and enter the MAC address then click Apply to add a new MAC
address.
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0 Ssfeguard. |

D Port MAC Address VID
= =Tahle is empty » =

Add MAC

Port | 01 b 4 MAC Address |00-00-00-00-00-00 VID | 1 v Cancel Apply
Figure 4.99 - Security > MAC Address Table > Static Mac Address-add MAC

Security > MAC Address Table > Dynamic Forwarding Table

This allows the Switch’s dynamic MAC address forwarding table to be viewed. When the Switch learns an
association between a MAC address and a port number, it makes an entry into its forwarding table. These
entries are then used to forward packets through the Switch.

Dynamic Forwarding Table Configuration O Safeguard
VLAN Narne —— Find || osiete
MAC Address 00-00-00-00-00-00 . Find
Port All X: Find Delete
View All Entry L Delete All Entry
| Selectall || Clearall |
MAC Address VLAN Name
1 7§ 00-11-6B-66-15-E7 1 default Dynarmic
Page 1 v Pre Page Next Page Apply

Figure 4.100 - Security > MAC Address Table > Dynamic Forwarding Table

VLAN Name: Enter a VLAN Name by which to browse the forwarding table.
MAC Address: Enter a MAC address by which to browse the forwarding table.
Port: Select the port or all ports by using the corresponding pull-down menu.

Find: Allows you to move to a sector of the database corresponding to a user defined port, VLAN or MAC
address.

VID: The VLAN ID of the VLAN of which the port is a member.
MAC Address: The MAC address entered into the address table.
Port: The port to which the MAC address above corresponds.

Type: Describes the method which the Switch discovered the MAC address. The possible entries are
Dynamic, Self, and Static.

View All Entry: Click to view all entries of the address table.
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Security > Access Authentication Control > Authentication Policy Settings

This feature will enable an administrator-defined authentication policy for users trying to access the Switch.
When enabled, the device will check the Login Method List and choose a technique for user authentication
upon login.

Authentication Policy Settings O Safeguand

Authentication Policy Disabled v
Response Timeout (0-255) o sec
User Atternpts (1-255) [z |times
Apply

Enahle Admin

Authentication policy is disabled !

Figure 4.101 — Security > Access Authentication control > Authentication Policy Settings

Authentication Policy: Use the drop-down menu to enable or disable the Authentication Policy on the
Switch.

Response Timeout (0 - 255): Set the time the Switch will wait for a response of authentication from the user.
The user may set a time between 0 and 255 seconds. The default setting is 30 seconds.

User attempts (1 - 255): Enter the maximum number of times the Switch will accept authentication attempts.
Users failing to be authenticated after the set amount of attempts will be denied access to the Switch and will
be locked out of further authentication attempts. Command line interface users will have to wait 60 seconds
before another authentication attempt. Telnet and web users will be disconnected from the Switch. The user
may set the number of attempts from 1 to 255. The default setting is 3.

Click Apply to implement configuration changes.

Security > Access Authentication Control > Application Authentication Settings

The Application Authentication Settings page allows you to configure switch configuration applications for
login at the user level and at the administration level utilizing a previously configured method list.
Application Authentication Settings (6} Ssfeguard

Application Login Method List Enahle Method List

Telnet default ¥ default ¥
HTTP default v default ¥
Apply

Figure 4.102 — Security > Access Authentication control > Application Authentication Settings

Application: Lists the configuration applications on the Switch. The user may configure the Login Method
List and Enable Method List for authentication for Telnet application and the WEB (HTTP) application.

Login Method List: Select an application for normal login on the user level, utilizing a previously configured
method list. The user may use the default Method List or other Method List configured by the user.

Enable Method List: Select an application for normal login on the user level, utilizing a previously
configured method list. The user may use the default Method List or other Method List configured by the user.

Click Apply to implement configuration changes.

Security > Access Authentication Control > Authentication Server Group

A server group is a technique used to group RADIUS server hosts into user-defined categories for
authentication using method lists. You may define the type of server group by protocol or by previously
defined server group. The Switch has three built-in Authentication Server Groups that cannot be removed but
can be modified.

To add a user-defined group to the list, click the Add button in the Authentication Server Group page.
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O Ssiceuscd,

Authentication Server Group Table Add Settings

Group Name [ |max 15 characters) ‘ 2dd

Host List (Total Entries:1)

' | Edit
radius e

Delete

Figure 4.103 — Security > Access Authentication control > Authentication Server Group

Enter a group name of no more than 15 alphanumeric characters to define the user group. After clicking
Apply, the new user-defined group will be displayed in the Server Group table. Here, it can be configured
as the user desires.

The Switch has two built-in Authentication Server Groups that cannot be removed but can be modified. To
modify a particular group, click Edit button and the following window will appear.

uthentication Server Group O Ssfeguard |
Authentication Server Group Edit
Group Name radius v
Protacol
IP Address v
Note: Before add, the server host need to be created first. | Add || Previous Page |

Group List (Total Entries:0)

IP Address Protocol
< <Table is empty > =

Figure 4.104 — Security > Access Authentication control > Authentication Server Group-Edit

Select Group Name, Protocol and IP address then click Add to implement the changes.

\‘ NOTE: You must configure Authentication Server
Hosts using the Authentication Server Hosts page
before adding hosts to the list. Authentication
Server Hosts must be configured for their specific
protocol on a remote centralized server before this
function can work properly.

Security > Access Authentication Control > Authentication Server

From this page you can set user-defined Authentication Server Hosts for the RADIUS security protocols
on the Switch. When a user attempts to access the Switch with Authentication Policy enabled, the Switch will
send authentication packets to a remote RADIUS server host on a remote host. The RADIUS server host will
then verify or deny the request and return the appropriate message to the Switch. The maximum supported
number of server hosts is 16.

Authentication Server O Safeguard
® IPv4
IP Address
[ | 1Pve
Protocol RADIUS Authentication port (1-65535) 1812
Key (Max: 254 characters) A Timeout (1-255) sec
Retransmit (1-255) - times | apply

Group List (Total Entries:0)

IP Address Protocol Authentication Port Timeout Retransmit
= = Tahle is empty » =

Figure 4.105 — Security > Access Authentication control > Authentication Server
To add an Authentication Server Host:

IP Address: Select IPv4 or IPv6 and then enter the server IP address.
Protocol: The protocol used by the server host. Select from one of the following:
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RADIUS - Enter this parameter if the server host utilizes the RADIUS protocol.

Authentication Port (1 - 65535): Enter a number between 1 and 65535 to define the virtual port number of
the authentication protocol on a server host. The default port number is 1812 but the user may set a unique
port number for higher security.

Key (Max: 254 characters): Authentication key to be shared with configured RADIUS servers. Specify an
alphanumeric string up to 254 characters.

Timeout (1 - 255): Enter the time in seconds the Switch will wait for the server host to reply to an
authentication request. The default value is 5 seconds.

Retransmit (1 - 255): Enter the value in the retransmit field to change how many times the device will resend
an authentication request when the TACACS server does not respond. The default value is 2.

Click Apply to add a new Authentication Server Host.

NOTE: More than one authentication protocol can
be run on the same physical server host.

Security > Access Authentication Control > Login Method Lists

From this page you can configure a user-defined or default Login Method List of authentication techniques
for users logging on to the Switch. Successful login using any of these techniques will give the user a "User"
privilege only. To upgrade his or her status to the administrator level, the user must use the Enable Admin
window, in which the user must enter a previously configured password, set by the administrator.

The Switch contains one Method List that is set and cannot be removed, yet can be modified. To delete a
Login Method List defined by the user, click Delete. To modify the Login Method List, click Edit.

Login Method Lists O Safeguard |

Method List Name (Masx: 15 characters) :l

Priority 1: none v Priority 2:

Priority 3: | none v Priotity 4 | none v

«

Apply

Total Entries:1

Method List Name Priarity 1 Priority 2 Priarity 3 Priarity 4

Edit
default local none none none =
Delete

Figure 4.106 — Security > Access Authentication control > Login Method L.ists

To define a Login Method List, set the following parameters and click Apply:
Method List Name: Enter a method list name defined by the user of up to 15 characters.
Priority 1, 2, 3, 4: You may add one or a combination of up to four of the following authentication methods to
this method list:
none — Selecting this parameter will require authentication to access the Switch.

local — Selecting this parameter will require the user to be authenticated using the local user account
database on the Switch.

radius — Selecting this parameter will require the user to be authenticated using the RADIUS
protocol from a remote RADIUS server.

Security > Access Authentication Control > Enable Method Lists

The Enable Method Lists page is used to set up Method Lists to promote users with user level privileges to
Administrator (Admin) level privileges using authentication methods on the Switch. Once a user acquires
normal user level privileges on the Switch, he or she must be authenticated by a method on the Switch to
gain administrator privileges on the Switch, which is defined by the Administrator. A maximum of eight
Enable Method Lists can be implemented on the Switch, one of which is a default Enable Method List. This
default Enable Method List cannot be deleted but can be configured.

To delete an Enable Method List, click to Delete the entry desired to be deleted. To modify an Enable
Method List, click Edit to make any changes and click Apply.
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Enable Method Lists O Safeguard
Method List Name {Max: 15 characters) |

Priority 1: none v Priority 2: none v

Priority 3: none v Priority 4: none Y

Apply

Total Entries:1

Method List Name Priority 1 Priority 2 Priority 3 Priority 4

default local none none none
Figure 4.107 — Security > Access Authentication control > Enable Method Lists

To define an Enable Login Method List, set the following parameter and click Apply:
Method List Name: Enter a method list name defined by the user of up to 15 characters.

Priority 1, 2, 3, 4: You may add one or a combination of up to four of the following authentication methods to
this method list:

none — Selecting this parameter will require authentication to access the Switch.

local — Selecting this parameter will require the user to be authenticated using the local user account
database on the Switch.

radius — Selecting this parameter will require the user to be authenticated using the RADIUS
protocol from a remote RADIUS server.

Security > Access Authentication Control > Local Enable Password Settings

The Local Enable Password Settings page allows you to configure the locally enabled password. When a
user chooses the "local_enable” method to promote user level privileges to administrator privileges, he or
she will be prompted to enter the password configured that is locally set on the Switch.

Login Enable Password Seftings O Safeguapd |
0ld Local Enahle Password (Max: 15 characters) ]

New Local Enable Password

Confirm Local Enable Password |

Apply

Figure 4.108 — Security > Access Authentication control > Local Enable Password Settings

To set the Local Enable Password, set the following parameters and click Apply:

Old Local Enable Password: If a password was previously configured for this entry, enter it here in order to
change it to a new password.

New Local Enable Password: Enter a new password that you wish to set on the Switch to authenticate
users attempting to access Administrator Level privileges on the Switch. The user may set a password of up
to 15 characters.

Confirm Local Enable Password: Confirm the new password entered above. Entering a different password
here from the one set in the New Local Enabled field will result in a fail message.

Security > Traffic Segmentation

This feature provides administrators to limit traffic flow from a single port to a group of ports on a single
Switch. This method of segmenting the flow of traffic is similar to using VLANS to limit traffic, but is more
restrictive.
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Setup Forwarding ports
Port 01 v | Apply

Port Map

Port Map list

1-10
1-10
1-10
1-10
1-10
1-10
1-10
1-10
1-10
1-10

=00 D R =

=)

Figure 4.109 — Security > Traffic Segmentation

Configure traffic segmentation by selecting a port or ports from the drop-down menu, then next to Port Map,
select what ports to map to. Click Apply.

Click Select All to select all port maps or click Clear to uncheck port maps.

Monitoring > Statistics
The Statistics screen displays the status of each port packet count.
uSliistics O Safeguerd,

| Refresh all || Clear All Counters

P T R THErTOr RxError
i 0 0 0 0
2 0 0 0 0
3 0 0 0 0

4 0 0 0 0
5 0 0 0 0

8 0 0 0 0
7 68394 40219 0 291
8 0 0 0 0
) 0 0 0 0
10 o 0 0 0

Figure4.110 — Monitoring > Port Statistics

Refresh All: Renews the details collected and displayed.
Clear All: To reset the details displayed.

TxOK: Number of packets transmitted successfully.
RxOK: Number of packets received successfully.
TxError: Number of transmitted packets resulting in error.
RxError: Number of received packets resulting in error.

To view the statistics of individual ports, click one of the linked port numbers for details.

wlerl Staistics O Ssteguard,
| Previous Page | Refresh || Clear Counter |
OutOctets 61754319 InOctets 7579988
OutUcastPkts 68770 InUcastPkts 40059
OutNUcastPkis 661 InNUcastPkts 343
OutErrors [t} InDiscards 291
LateCallisions 0 InErrors 0
ExcessiveCollisions 0 FCSErrors 0
FrameTooLongs 1]

Figure 4.111 — Monitoring > Port Statistics
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Previous Page: Go back to the Statistics main page.
Refresh: To renew the details collected and displayed.
Clear Counter: To reset the details displayed.

Monitoring > Session Table

The Session Table allows you to view detailed information on the current configuration session of the Switch.
Information such as the Session ID of the user, initial Login Time, Live Time, configuration connection
From the Switch, Level and Name of the user are displayed. Click Reload to refresh this window.
Session Table O Ssfeguand

| Reload |

Total Entries : 3

Login Time Live Time From Level Name
1 11112013 00:36:20 06:36:36 10.90.90.98 3 anonymous
2 11152013 01:47:39 05:2517 10.90.90.98 ! anonymous
3 1/112013 06:19:17 00:53:39 10.90.90.98 3 anonymous

Figure 4.112 — Monitoring > Session Table

Monitoring > CPU Utilization

The CPU Utilization displays the percentage of the CPU being used, expressed as an integer percentage
and calculated as a simple average by time interval. Click Apply to implement the configured settings. The
window will automatically refresh with new updated statistics.

CPU Utilization O sSafeguand

Clear

Five Secs [N
One Min

Five Mins

17:10:0

Unit:(%)

Time Interval |18 v Record Number

Show/Hide [V Five Secs [V One Min [V Five Mins
Figure4.113 — Monitoring > CPU Utilization

The information is described as follows:

Time Interval: Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

Show/Hide: Check whether to display Five Secs, One Min, and/or Five Mins.
Clear: Click to clear all statistics counters in this window.

Monitoring > Memory Utilization

The Memory Utilization displays the percentage of the memory being used, expressed as an integer
percentage and calculated as a simple average by time interval. Click Apply to implement the configured
settings. The window will automatically refresh with new updated statistics.
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Memom, Util'nlzﬁjggn_ (6] Ssfeguard

L Clear |

Five Secs

One Min 87%

Five Mins

ry
17:10:59

Unit:(%)

Time Interval |15 v| RecordNumber  |200

ShowHide [V Five Secs v One Min [V Five Mins

Figure 4.114 — Monitoring > Memory Utilization

The information is described as follows:

Time Interval: Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

Show/Hide: Check whether to display Five Secs, One Min, and/or Five Mins.
Clear: Click to clear all statistic counters on this window.

Monitoring > Port Utilization
The Port Utilization page displays the percentage of the total available bandwidth being used on the port.

Port Utilization O Sefegusard

BOTgs) 01 v | Clear |

Utilization [

Unit:(%)

Time Interval |15 = Record Number | 200

Show/Hide v Utilization

Figure 4.115 — Monitoring > Port Utilization

You may use the real-time graphic of the Switch at the top of the web page to view utilization statistics per
port by clicking on a port. Click Apply to implement changes made. The following field can be set:

Time Interval: Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.
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Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

Show/Hide: Check whether to display Utilization.

Clear: Click to clear all statistic counters on this window.

Monitoring > Packet Size

The Web Manager allows packets received by the Switch, arranged in six groups and classed by size, to be
viewed as either a line graph or a table. Two windows are offered. To select a port to view these statistics for,
select the port by using the Port drop-down menu. You may also use the real-time graphic of the Switch at

the top of the web page by simply clicking on a port.

Packet Size Table O Ssicauady
Pott |01 v | ViewTable 179,'?9?7:

64 o |
65-127 [

128-255

512-1023

o |
1024-1518 [

Time Interval [1s | Record Number| 200 v/
ShowHide [ 64 V65127 [ 128-285 [V 286511 W 5121023 IV 1024-1518

Figure 4.116 — Monitoring > Packet Size

To view the Packet Size Analysis Table, click the link View Table, which will show the following table:

uRackelSizeT2ble, O Ssigsuard,

View LineChart

Port 1

128-255

256-511

512-1023

1024-1518

Figure 4.117 — Monitoring > Packet Size Table
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The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

64: The total number of packets (including bad packets) received that were 64 octets in length (excluding
framing bits but including FCS octets).

65-127: The total number of packets (including bad packets) received that were between 65 and 127 octets
in length inclusive (excluding framing bits but including FCS octets).

128-255: The total number of packets (including bad packets) received that were between 128 and 255
octets in length inclusive (excluding framing bits but including FCS octets).

256-511: The total number of packets (including bad packets) received that were between 256 and 511
octets in length inclusive (excluding framing bits but including FCS octets).

512-1023: The total number of packets (including bad packets) received that were between 512 and 1023
octets in length inclusive (excluding framing bits but including FCS octets).

1024-1522: The total number of packets (including bad packets) received that were between 1024 and 1518
octets in length inclusive (excluding framing bits but including FCS octets).

Show/Hide: Check whether or not to display 64, 65-127, 128-255, 256-511, 512-1023, and 1024-1522
packets received.

Clear: Click to clear all statistic counters on this window.
View Table: Click to display a table rather than a line graph.
View Line Chart: Click to display a line graph rather than a table.

Monitoring > Packets > Transmitted (TX)

The Transmitted (TX) page displays the following graph of packets transmitted from the Switch. To select a
port to view these statistics for, use the Port drop-down menu. You may also use the real-time graphic of the
Switch at the top of the web page by simply clicking on a port.

O ssisguers

Port |01 v | ViewTable ot

Bytes F—
Packets [N

S
17:44:40

Unit:(bytes/sec or packets/sec)

Time Interval 1s v Record Number 200

Show/Hide [V Bytes [V Packets

Figure 4.118 - Monitoring > Packets > Transmitted (TX) (line graph for Bytes and Packets)

To view the Transmitted (TX) Table, click the link View Table, which will show the following table:
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ket Anaiysis Table O Ssteguard,

View LineChart

Packet Analysis of Port: 1

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Bytes i]

Packets 0

Figure 4.119 - Monitoring > Packet s > Transmitted (TX) (table for Bytes and Packets)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

Bytes: Counts the number of bytes successfully sent from the port.

Packets: Counts the number of packets successfully sent on the port.

Unicast: Counts the total number of good packets that were transmitted by a unicast address.
Multicast: Counts the total number of good packets that were transmitted by a multicast address.
Broadcast: Counts the total number of good packets that were transmitted by a broadcast address.
Show/Hide: Check whether or not to display Bytes and Packets.

Clear: Click to clear all statistic counters on this window.

View Table: Click to display a table rather than a line graph.

View Line Chart: Click to display a line graph rather than a table.

Monitoring > Packets > Received (RX)

The Received (RX) page displays the following graph of packets received on the Switch. To select a port to
view these statistics for, use the Port drop-down menu. You may also use the real-time graphic of the Switch
at the top of the web page by clicking on a port.
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eceive: P O Sefegusrd
Port 01 v View Table | Clear

Bytes

Packets

Unit:{bytesisec or pac

Time Interval \'19 | Record Number 200

Show/Hide ¥ Bytes V Packets
Figure 4.120 - Monitoring > Packets > Received (RX) (line graph for Bytes and Packets)

To view the Received Packets Table, click the link View Table, which will show the following table:
Analysis T O Safeguard

View LineChart

Packet Analysis of Port: 1

Bytes 0 i]

Packets 0 0

Unicast ]

Multicast

Broadcast 0

Bytes 0

Packets

Figure 4.121 - Monitoring > Packet s > Received (RX) (table for Bytes and Packets)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select number of times the Switch will be polled between 20 and 200. The default value is
200.

Bytes: Counts the number of bytes received on the port.

Packets: Counts the number of packets received on the port.

Unicast: Counts the total number of good packets that were received by a unicast address.
Multicast: Counts the total number of good packets that were received by a multicast address.
Broadcast: Counts the total number of good packets that were received by a broadcast address.
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Show/Hide: Check whether or not to display Bytes and Packets.
Clear: Click to clear all statistic counters on this window.

View Table: Click to display a table rather than a line graph.
View Line Chart: Click to display a line graph rather than a table.

Monitoring > Packets > UMB Cast (RX)

The UMB Cast (RX) page displays the following graph of UMB cast packets received on the Switch. To
select a port to view these statistics for, use the Port drop-down menu. You may also use the real-time
graphic of the Switch at the top of the web page by clicking on a port.

Sl O Sufssuandy

Port |01 v | ViewTable | Clear

Unicast RN
Multicast [T

Broadcast

Unit:(packetsisec)

Time Interval |15 ~| Recordhumber [200

Show/Hide W Unicast v Multicast [V Broadcast

Figure 4.122 - Monitoring > Packets > UMB Cast (RX) (line graph for Unicast, Multicast and Broadcast Packets)

To view the UMB Cast Table, click the View Table link, which will show the following table:
Packet Analysis Table O Ssicquardy

View LineChart

Packet Analysis of Port: 1

Bytes

Packets

Rx Packets

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

Figure 4.123 - Monitoring > Packets > UMB Cast (RX) (table for Unicast, Multicast and Broadcast Packets)
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The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

Unicast: Counts the total number of good packets that were received by a unicast address.
Multicast: Counts the total number of good packets that were received by a multicast address.
Broadcast: Counts the total number of good packets that were received by a broadcast address.
Show/Hide: Check whether or not to display Multicast, Broadcast and Unicast packets.

Clear: Click to clear all statistic counters on this window.

View Table: Click to display a table rather than a line graph.

View Line Chart: Click to display a line graph rather than a table.

Monitoring > Errors > Received (RX)

This page displays the following graph of error packets received on the Switch. To select a port to view these
statistics for, select the port by using the Port drop-down menu. You may also use the real-time graphic of
the Switch at the top of the web page by simply clicking on a port.

Received (RX) O Safeguard
Pot |01 v | ViewTable | Clear

creeror [N
UnderSize [T

OverSize

Fragment

Jabber [N

Drop o |

Unit:{bytesisec or packetsisec)

Time Interval |1s v |Record Number| 200 v

Show/Hide ¥ CRCEmor [V UnderSize [V OverSize IV Fragment [V Jabber v Drop

Figure4.124 - Monitoring > Errors > Received (RX) (line graph)

To view the Received Error Packets Table, click the link View Table, which will show the following table:
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O Sofceuece,

View LineChart

Error Packet Analysis of Port: 1

e

CRCError 0

UnderSize

OverSize

Fragment

Jahber

Figure 4.125 - Monitoring > Errors > Received (RX) (table)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

CRC Align: Counts otherwise valid packets that did not end on a byte (octet) boundary.

UnderSize: The number of packets detected that are less that the minimum permitted packets size of 64
bytes and have a good CRC. Undersize packets usually indicate collision fragments, a normal network
occurrence.

OverSize: Counts packets received that were longer that 1518 octets, or if a VLAN frame is 1522 octets, and
less that the MAX_PKT_LEN. Internally, MAX_PKT_LEN is equal to 1522.

Fragment: The number of packets less than 64 bytes with either bad framing or an invalid CRC. These are
normally the result of collisions.

Jabber: The number of packets with lengths more than the MAX_PKT_LEN bytes. Internally,
MAX_PKT_LEN is equal to 1522.

Show/Hide: Check whether or not to display CRC Error, Under Size, Over Size, Fragment, Jabber, and
Drop errors.

Clear: Click to clear all statistic counters on this window.
View Table: Click to display a table rather than a line graph.
View Line Chart: Click to display a line graph rather than a table.

Monitoring > Errors > Transmitted (TX)

This page displays the following graph of error packets transmitted on the Switch. To select a port to view
these statistics for, select the port by using the Port drop-down menu. You may also use the real-time
graphic of the Switch at the top of the web page by simply clicking on a port.
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Lransm O Ssigeverg,
Port; 01 ‘:“ View Table

inglecoll TN
Mutticoll I

DeferTrans

LateColl

Excoll [N

Unit:{(bytesisec or packetsisec)

Time Interval | ZESINIE + | Record Number ‘ZDD v

ShowHide ¥ SingleColl V MultiColl [V DeferTrans v LateColl vV ExColl

Figure 4.126 - Monitoring > Errors > Transmitted (TX) (line graph)

To view the Transmitted Error Packets Table, click the link View Table, which will show the following table:
TX Error Packet Analysis Table O Ssfeguard |

View LineChart

Error Packet Analysis of Port: 1

Tx Error Frames

ExDefer

LateColl

ExColl

SingColl

Collision

Figure 4.127 - Monitoring > Errors > Transmitted (TX) (table)

The following fields can be set or viewed:

Time Interval: Select the desired setting between 1s and 60s, where “s” stands for seconds. The default
value is one second.

Record Number: Select the number of times the Switch will be polled between 20 and 200. The default
value is 200.

SingColl: Single Collision Frames. The number of successfully transmitted packets for which transmission is
inhibited by more than one collision.

MultiColl: Multi Collision Frames. The number of successfully transmitted packets for which transmission is
inhibited by multi collision.

DeferTrans: The number of frames for which the first transmission attempt was delayed because the
medium was busy.
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LateColl: Counts the number of times that a collision is detected later than 512 bit-times into the
transmission of a packet.

ExColl: Excessive Collisions. The number of packets for which transmission failed due to excessive
collisions.

Show/Hide: Check whether or not to display SingColl, MultiColl, DeferTrans, LateColl and ExColl errors.
Clear: Click to clear all statistic counters on this window.

View Table: Click to display a table rather than a line graph.

View Line Chart: Click to display a line graph rather than a table.

Monitoring > Cable Diagnostics

The Cable Diagnostics is designed primarily for administrators and customer service representatives to
examine of the copper cable quality. It determines the type of cable errors occurred in the cable.

Select a port and then click the Test Now button to start the diagnosis.

Cable Diagnostics O Safeguard
Port 01 X Test Now
Test Result Cable Fault Distance {meters) Cable Length (meters) [in range]
Pairt:NiA Pairl:NiA
PairZ:NiA PairZ:NiA
o PairaNiA Pair3:NiA hA
Paird:NiA Paird:NiA

The cahle diagnostics feature is designed primarily for administrators or customer service representatives to verify and test copper cables; it can rapidly determine the
quality of the cables and the types of error.
7 Note:
1. If cahle length is displayed as "N/A" it means the cable length is "Not Available”.
This is due to the port being unable to obtain cable length because the cables used are broken andfor bad in guality.
2. The deviation of "Cable Fault Distance" is +-1 meters, therefore No cable may be displayed under Test Result, when the cable used is less than 1 min length.
3. ltalso measures cable fault and identifies the fault in length according to the distance from this switch.

Figure 4.128 - Monitoring > Cable Diagnostics

Test Result: The description of the cable diagnostic results.

- OK means the cable has a good connection.

« Short in Cable means the wires of the RJ45 cable may be in contact somewhere.

- Open in Cable means the wires of RJ45 cable may be broken or the other end of the cable is simply
disconnected.

- Test Failed means an error occurred during cable diagnostics. Please select the same port and test again.

Cable Fault Distance (meters): Indicates the distance of the cable fault from the Switch port, if the cable is
less than 2 meters, it will show “No Cable”, whether the fiber is connected to the port or not.

Cable Length (meter): If the test result shows OK, then cable length will be indicated for the total length of
the cable. The cable lengths are categorized into four types: <50 meters, 50~80 meters, 80~100 meters and
>100 meters. Deviation is +/-2 meters, therefore "No Cable" may be displayed under "Test Result," when the
cable used is less than 2 m in length. This test can only be performed when the port is up and operating at 1
Gbps.

NOTE: Cable length detection is available on Gigabit
ports.

The definition of cable pair is listed below:
Pairl: PIN4, PIN5
Pair2: PIN1, PIN2
Pair3: PIN3, PIN6
Pair4: PIN7, PIN8

Monitoring > System Log

The System Log page provides information about system logs, including information when the device was
booted, how the ports are operating, when users logged in, when sessions timed out, as well as other
system information.
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(©) Safgguar;i

Refresh ||  Clear

Time Log Description Severity
<= Tahle is empty = »

Figure 4.129 - Monitoring > System Log

ID: Displays an incremented counter of the System Log entry. The Maximum entries are 500.
Time: Displays the time in days, hours, and minutes the log was entered.

Log Description: Displays the description of event recorded.

Severity: Displays a severity level of the event recorded.

Click Refresh to renew the page or click to delete all log entries.

Monitoring > Browse ARP Table

The Browse ARP Table page provides information regarding ARP VLANSs, including which IP address was
mapped to what MAC address. To find a specific client, enter its IP address and select a type from the drop-
down menu, click Find. To clear the ARP Table, click Clear All.

Browse ARP Table O Ssfeguard |
Interface Name IP Address [:] Type Al v ___ Find

Clear all

Interface Name IP Address MAC Address
System 10.90.90.98 00:11:6b:66:15:e7 Dynamic

Figure 4.130 - Monitoring > Browse ARP Table

Interface Name: Displays the name of ARP mappings.
IP Address: Displays the station IP address, which is associated with the MAC address.
MAC Address: Displays the MAC address associated with the IP address.
Type: Indicates how the MAC was assigned. The possible values are:
Dynamic — Indicates that the MAC address is dynamically created.
Static — Indicates the MAC address is a static IP address.
Port: Displays the ARP mapping ports.

Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log

This window allows you to view the Ethernet OAM event log information. The Switch can buffer up to 1000
event logs. The event log will provide and record detailed information about each OAM event. Specify the
port number and port list you wish to view and click Find. To remove an entry, enter the appropriate
information and click Clear.

To view this window, click Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log as shown
below:
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O Ssteguard, |

Port 01 v Find
Port List (e.0.:1,4-6) [ ]iiAiPos Clear
Local Event Statistics

Error Symbol Event a

Error Frame Event 1)

Error Frame Period Event 0

Error Frame Seconds Event 0

Critical Event 0
Remote Event Statistics

Error Symbol Event 0

Error Frame Event 0

Error Frame Period Event 0

Error Frame Seconds Event 0

Critical Event 0
Ethernet OAM Event Log Table

Index Location Time Stamp Value Window Threshold Accumulated errors
= = Tahle is empty » =

Figure 4.131 - Monitoring > Ethernet OAM > Browse Ethernet OAM Event Log

Select a Port and click Find to display the Ethernet OAM event log information.
Enter a Port or check All Ports then click Clear to remove Ethernet OAM event log information.

Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics

This window displays the Ethernet OAM Statistic information on each port of the Switch. To clear information
for a particular port or list of ports, enter the ports and click Clear.

To view this window, click Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics as shown
below:

Browse Ethernet OAM Statistics O sSsfeguard
Port List (e..:1,4-6) [ ] Aipons Clear
Ethernet OAM Statistics

Port Tx Rx Detail

1 o 1} View |
2 0 0 | view |
: 0 q | View |
4 0 0 L Miew

5 0 0 View

6 0 0 | view |
7 0 a | View
8 0 0 _ Miew

g 0 a View

10 0 0 View

Figure 4.132 - Monitoring > Ethernet OAM > Browse Ethernet OAM Statistics
Enter a Port or check All Ports then click Clear to remove Ethernet OAM Statistics.

Monitoring > Port Access Control > RADIUS Authentication

This table contains information concerning the activity of the RADIUS authentication client on the client side
of the RADIUS authentication protocol. It has one row for each RADIUS authentication server that the client
shares a secret with.
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O Ssiseusrd,

1 i] i] i]

FutureNAS 0.0.0.0

FutureNAS 0.0.00

FutureNAS

Figure 4.133 - Monitoring > Port Access Control > RADIUS Authentication

[Pl

You may also select the desired time interval to update the statistics, between 1s and 60s, where “s” stands
for seconds. The default value is one second. To clear the current statistics shown, click the Clear button in
the top left corner.

The following fields can be viewed:

Server Index: The identification number assigned to each RADIUS Authentication server that the client
shares a secret with.

InvalidServer: The number of invalid.

ServerlPAddr: The server IP address.

UDP Port: The UDP port the client is using to send requests to this server.

Timeouts: The number of authentication timeouts to this server. After a timeout the client may retry to the
same server, send to a different server, or give up. A retry to the same server is counted as a retransmit as
well as a timeout. A send to a different server is counted as a Request as well as a timeout.

Requests: The number of RADIUS Access-Request packets sent to this server. This does not include
retransmissions.

Challenges: The number of RADIUS Access-Challenge packets (valid or invalid) received from this server.
Accepts: The number of RADIUS Access-Accept packets (valid or invalid) received from this server.
Rejects: The number of RADIUS Access-Reject packets (valid or invalid) received from this server.

RoundTripTime: The time interval (in hundredths of a second) between the most recent Access-
Reply/Access-Challenge and the Access-Request that matched it from this RADIUS authentication server.

AccessRetrans: The number of RADIUS Access-Request packets retransmitted to this RADIUS
authentication server.

PendingRequests: The number of RADIUS Access-Request packets destined for this server that have not
yet timed out or received a response. This variable is incremented when an Access-Request is sent and
decremented due to receipt of an Access-Accept, Access-Reject or Access-Challenge, a timeout or
retransmission.

AccessResponses: The number of malformed RADIUS Access-Response packets received from this
server. Malformed packets include packets with an invalid length. Bad authenticators or Signature attributes
or known types are not included as malformed access responses.

BadAuthenticators: The number of RADIUS Access-Response packets containing invalid authenticators or
Signature attributes received from this server.

UnknownTypes: The number of RADIUS packets of unknown type which were received from this server on
the authentication port.

PacketsDropped: The number of RADIUS packets of which were received from this server on the
authentication port and dropped for some other reason.
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Monitoring > Port Access Control > RADIUS Account Client

This RADIUS Account Client page shows managed objects used for managing RADIUS accounting clients,
and the current statistics associated with them. It displays one row for each RADIUS authentication server
that the client shares a secret with.

IUS Account Client (6] Ssfeguand

| Clear

InvalidServerAddr Identifier Server IP Addr Server Port Number Timeouts
1 1] 0 0

FutureNAS 0.0.0.0

FutureNAS 0.0.0.0

FutureNAS 0.0.0.0

Figure 4.134 - Monitoring > Port Access Control > RADIUS Account Client

[Pl

You may also select the desired time interval to update the statistics, between 1s and 60s, where “s” stands
for seconds. The default value is one second. To clear the current statistics shown, click the Clear button in
the top left corner.

The following fields can be viewed:

Server IP Addr: The IP address assigned to each RADIUS Accounting server that the client shares a secret
with.

Server Port Number: The UDP port the client is using to send requests to this server.

Timeouts: The number of accounting timeouts to this server. After a timeout the client may retry to the same
server, send to a different server, or give up. A retry to the same server is counted as a retransmit as well as
a timeout. A send to a different server is counted as an Accounting-Request as well as a timeout.

Requests: The number of RADIUS Accounting-Request packets sent. This does not include retransmissions.
Responses: The number of RADIUS packets received on the accounting port from this server.
RoundTripTime: The time interval between the most recent Accounting-Response and the Accounting-
Request that matched it from this RADIUS accounting server.

AccessRetrans: The number of RADIUS Access-Request packets retransmitted to this RADIUS
authentication server.

PendindRequests: The number of RADIUS Accounting-Request packets sent to this server that have not
yet timed out or received a response. This variable is incremented when an Accounting-Request is sent and
decremented due to receipt of an Accounting-Response, a timeout or a retransmission.

MalformedResponses: The number of malformed RADIUS Accounting-Response packets received from
this server. Malformed packets include packets with an invalid length. Bad authenticators and unknown types
are not included as malformed accounting responses.

BadAuthenticators: The number of RADIUS Accounting-Response packets, which contained invalid
authenticators, received from this server.

UnknownTypes: The number of RADIUS packets of unknown type which were received from this server on
the accounting port.

PacketsDropped: The number of RADIUS packets, which were received from this server on the accounting
port and dropped for some other reason.

LLDP > LLDP Global Settings

LLDP (Link Layer Discovery Protocol) provides IEEE 802.1AB standards-based method for switches to
advertise themselves to neighbor devices, as well as to learn about neighbor LLDP devices. The switch will

82



D-Link DGS-1100-10/ME User Manual

keep the information in the Management Information Base (MIB). SNMP utilities can learn the network
topology by obtaining the MIB information in each LLDP device. The LLDP function is enabled by default.

LLDP Global Settings. O _Safeguand
LLDP Enabled (e Disabled Apply
Message TX Hold Multiplier (2-10) 4
Message TX Interval (5-32768 ) 20 sec
LLDP Reinit Delay (1-10) sec
LLDP TX Delay (1-8192) 2 sec Apply

LLDP System Infarmation

Chassis ID Subtype MAC address

Chassis ID DE-AD-BE-EF-01-02
System Name

System Description DGS-1100-10/ME V1.00.001

Figure 4.135 - LLDP > LLDP Global Settings

LLDP: When this function is Enabled, the switch can start to transmit, receive and process the LLDP packets.
For the advertisement of LLDP packets, the switch announces the information to its neighbor through ports.
For the receiving of LLDP packets, the switch will learn the information from the LLDP packets advertised
from the neighbor in the neighbor table. Click Apply to make the change effective.

Message TX Hold Multiplier (2-10): This parameter is a multiplier that determines the actual TTL value
used in an LLDPDU. The default value is 4.

Message TX Interval (5-32768): This parameter indicates the interval at which LLDP frames are transmitted
on behalf of this LLDP agent. The default value is 30 seconds.

LLDP Relnit Delay (1-10): This parameter indicates the amount of delay from the time adminStatus
becomes "disabled" until re-initialization is attempted. The default value is 2 seconds.

LLDP TX Delay (1-8192): This parameter indicates the delay between successive LLDP frame
transmissions initiated by value or status changes in the LLDP local systems MIB. The value for txDelay is
set by the following range formula: 1 < txDelay < (0.25 °— msgTxInterval). The default value is 2 seconds.

LLDP > Basic LLDP Port Settings

The Basic LLDP Port Settings page displays LLDP port information and contains parameters for configuring
LLDP port settings.

Basic LLDP Port Settings O Ssfeguard
s mid > SAZUSLE b |

From Port To Port Notification State  Admin Status Port Description  Systern Name Syster Description  System Capabilities

01 v 10 v | Disabled ¥ TX_Only v Disabled v Disabled ¥ Disahled ¥ Disabled ¥

Apply Refresh

Pi Notification State Admin Status Port Description Systern Name Syster Description System Capabilities

1 Disahled TX_and_RX Disabled Disahled Disahled Disahled

2 Disabled TX_and_RX Disabled Disabled Disabled Disabled

3 Disahled TX_and_RX Disabled Disahled Disahled Disahled

4 Disabled TH_and_RX Disabled Disahbled Disahled Disahled

5 Disabled THX_and_RX Disabled Disabled Disahled Disabled

B Disabled TX_and_RX Disabled Disahled Disahled Disahled

7 Disahled TX_and_RX Disabled Disabled Disahled Disahled

8 Disabled TR _and_RX Disabled Disabled Disahled Disahled

9 Disabled THX_and_RX Disabled Disabled Disahled Disabled

10 Disahled TA_and_RX Disabled Disahled Disahled Disahled

Figure 4.136- LLDP > Basic LLDP Port Settings

From Port/ To Port: A consecutive group of ports may be configured starting with the selected port.

Notification State: Specifies whether notification is sent when an LLDP topology change occurs on the port.
The possible field values are:

Enabled — Enables LLDP notification on the port.
Disabled — Disables LLDP notification on the port. This is the default value.

Admin Status: Specifies the LLDP transmission mode on the port. The possible field values are:
TX_Only — Enables transmitting LLDP packets only.
RX_Only — Enables receiving LLDP packets only.
TX_and_RX - Enables transmitting and receiving LLDP packets. This is the default.
Disabled — Disables LLDP on the port.
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Port Description: Specifies whether the Port Description TLV is enabled on the port. The possible field
values are:

Enabled — Enables the Port Description TLV on the port.
Disabled — Disables the Port Description TLV on the port.

System Name: Specifies whether the System Name TLV is enabled on the port. The possible field values
are:

Enabled — Enables the System Name TLV on the port.
Disabled — Disables the System Name TLV on the port.

System Description: Specifies whether the System Description TLV is enabled on the port. The possible
field values are:

Enabled — Enables the System Description TLV on the port.
Disabled — Disables the System Description TLV on the port.

System Capabilities: Specifies whether the System Capabilities TLV is enabled on the port. The possible
field values are:

Enabled — Enables the System Capabilities TLV on the port.
Disabled — Disables the System Capabilities TLV on the port.

Define these parameter fields. Click Apply to implement changes made and click Refresh to refresh the
table information.

LLDP > 802.1 Extension LLDP Port Settings

This 802.1 Extension LLDP Port Settings page is used to configure the LLDP Port settings.
802.1 Extension LLDP Port Settings O Safeguard

From Port To Port

01 v 10 v
PortVLAN D
YLAN Name
Protocol Identity [Disabled v |[EAPOL |

[Disabled v][vianiD v ][

Apply Refresh

o

Disabled 1 (NONE)
Disabled 1 (NONE)
Disabled 1 (NONE)
Disabled 1 (NONE)
Disabled 1 (NONE)
Disabled 1 (NONE)
Disabled 1
Disabled 1
Disabled 1
Disabled 1

(NONE)
(NONE)
(NONE)
(NONE)

S @D O W =

o

Figure 4.137 — LLDP > 802.1 Extension LLDP Port Settings

From Port / To Port: A consecutive group of ports may be configured starting with the selected port.
Port VLAN ID: Specifies the Port VLAN ID to be enabled or disabled.

VLAN Name: Specifies the VLAN name to be enabled or disabled in the LLDP port. If select Enabled, users
can specifies the content of VLAN Name.

VLAN ID: Specifies the VLAN ID to be enabled or disabled in the LLDP port. If select Enabled, users can
specifies the content of VLAN ID.

Protocol Identity: Specifies the Protocol Identity to be enabled or disabled in the LLDP port. If select
Enabled, users can specifies the EAPOL.

Click Apply to implement changes made and click Refresh to refresh the table information.

LLDP > 802.3 Extension LLDP Port Settings

The 802.3 Extension LLDP Port Settings page displays 802.3 Extension LLDP port information and contains
parameters for configuring 802.3 Extension LLDP port settings.
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O Ssfeguard

From Port To Port MACIPHY Configuration/Status Maximum Frame Size

01 v 10 v Disahled ¥ Disahled ¥

Apply Refresh

Pi MACIPHY ConfigurationiStatus Maximum Frame Size

1 Disabled Disahled

2 Disahled Disahled

3 Disabled Disahled

4 Disabled Disabled

4 Disabled Disabled

B Disabled Disabled

7 Disabled Disahled

8 Disahled Disahled

9 Disahled Disahled

10 Disabled Disabled

Figure4.138 — LLDP > 802.3 Extension LLDP Port Settings

From Port/To Port: Select a range of ports to be configured.
MAC/PHY Configuration/Status: Select either Enabled or Disabled.
Maximum Frame Size: Select either Enabled or Disabled.

Once configured click Apply to implement changes made and click Refresh to refresh the table information.

LLDP > LLDP Management Address Settings

The LLDP Management Address Settings allows you to set management address which is included in LLDP
information transmitted.

LEDP Magggemem ﬁ ddress Sepings (6] Sﬁagu&rd
From Port To Port Address Type Address Port State
01 v| |10 v [IPve v [ ] |pisabled v | epply

Enabled Management Address Table

Enabled Management Address
1 (NONE)
(NONE)
(NONE)
(NONE)
(NONE)
(NONE)
(NONE)
(NONE)
(NONE)
0 (NONE)

=0 MmO W

Figure4.139 — LLDP > LLDP Management Address Settings

From Port/To Port: Select a range of ports to be configured.

Address Type: Specify the LLDP address type on the port. The value is always IPv4.
Address: Specify the address.

Port State: Select either Enabled or Disabled.

Click Apply to implement changes made.

LLDP > LLDP Statistics Table
The LLDP Statistics page displays an overview of all LLDP traffic.
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LLDP Statistics Table (6] Safegusnd

LLDP Statistics System
Last Change Time
Number of Tahle Insert
Number of Table Delete
Number of Table Drop
Number of Table Age Out

o0 ooo

LLDP Statistics Ports

FLIACHIES RxPort FramesErors RxPortFramesTotal o O/TLYS ELILGE

TiPortFramesTotal o o yeqTotal DiscardedTotal UnrecognizedTotal

RxPort AgeoutsTotal

- =
=
coooooocooo
cooooocoooo
coooooocooo
coooooooo
coooooocooo
cooooocoooo
coooooocooo

Figure 4.140 — LLDP > LLDP Statistics Table

The following information can be viewed:
LLDP Statistics System: Displays the counters that refer to the whole switch.

Last Change Time — Displays the time for when the last change entry was last deleted or added. It
is also displays the time elapsed since last change was detected.

Number of Table Insert — Displays the number of new entries inserted since switch reboot.
Number of Table Delete — Displays the number of new entries deleted since switch reboot.
Number of Table Drop — Displays the number of LLDP frames dropped due to the table being full.
Number of Table Age Out

— Displays the number of entries deleted due to Time-To-Live expiring.

LLDP Port Statistics: Displays the counters that refer to the ports.
TxPort FramesTotal — Displays the total number of LLDP frames transmitted on the port.

RxPort FramesDiscarded — Displays the total discarded frame number of LLDP frames received on
the port.

RxPort FramesErrors — Displays the Error frame number of LLDP frames received on the port.
RxPort Frames — Displays the total number of LLDP frames received on the port.

RxPortTLVsDiscarded — Each LLDP frame can contain multiple pieces of information, known as
TLVs. If a TLV is malformed, it is counted and discarded.

RxPortTLVsUnrecognized — Displays the number of well-formed TLVs, but with a known type value.

RxPort Ageouts — Each LLDP frame contains information about how long time the LLDP information is valid.
If no new LLDP frame is received within the age out time, the LLDP information is removed, and the Age-Out
counter is incremented.

LLDP > LLDP Management Address Table

The LLDP Management Address Table page displays the detailed management address information for the
entry.

LLDP Management Address Table O Ssfeguard

Management Address | IPv4 Address Y| || Find

Total Entries:1

Address Advertising Ports
1 IPv4 10.80.90.90 Ifindex 1.3.6.1.21.2211

Figure 4.141 — LLDP > LLDP Management Address Table

Management Address: Select IPv4 address or IPv6 address and then enter the IP address. Click Search
and the table will update and display the values required.

Subtype: Displays the managed address subtype. For example, MAC or IPv4.
Management Address: Displays the IP address.

86



D-Link DGS-1100-10/ME User Manual

IF Type: Displays the IF Type.
OID: Displays the SNMP OID.

Advertising Ports: Displays the advertising ports.

LLDP > LLDP Local Port Table

The LLDP Local Port Table page displays LLDP local port information.

_LDP Local Port Brief Table

1 Interface Alias
2 Interface Alias
3 Interface Alias
4 Interface Alias
5 Interface Alias
6 Interface Alias
i Interface Alias
8 Interface Alias
9 Interface Alias
1 Interface Alias

=]

Port : Displays the port number.

Falit
Fa0f2
Fabi3
Fali4
Falis
Fa0/6
Fabi7
Falig
Fali9
Fa0/10

Port Description

Figure 4.142 -L LDP > LLDP Local Port Table

Port ID Subtype: Displays the port ID subtype.
Port ID: Displays the port ID (Unit number/Port number).
Port Description: Displays the port description.

Click View of Normal column to display more information.

Detailed
view || view |
Wiew | Wiew |
View | | View |
View | View |
View | | View |
view || view |
View | | View |
View I View |
View | | View |
view || view |

No.

Port ID Subtype

PortID

Port Description

PortVID

Management Address Count
VLAN Name Entries Count
Protocol Identity Entries Count
MACIPHY Configuration/Status
Maximum Frame Size

Show ULDP Local Port Brief Table
Show LLDP Local Port Detailed Table

1
Interface Alias
Faon

1
1
1
o

See detail
1522

Figure 4.143 — LLDP > LLDP Local Port Normal Table

Click View of Detailed column to display detail information.

PortID : 1

O Ssigeuara,

Port ID Subtype : Interface Alias
PortID : Fa0i1
Port Description :
Port PVID : 1
Management Address Count : 1
SuhType :IPv4
Address :10.90.90.90
IF Type :Iifindex
0ID:1.36.1.21.2211
VLAN Name Entries Count: 1
Entry 1
VianID:1
Wlan Name : default
Protocol Identity Entries Count: 0
{NONE)
MACIPHY Configuration/Status :

Auto-negoriation Support : Not Supported

Auto-negoriation Enabled : Disabled

Auto-negoriation Advertised Capability : 0000{hex)
Auto-negoriation Operational MAU Type : 0000(hex)

Maximum Frame Size : 1522

Show LLDP Local Port Bribf Table
StuwrtEBPtnrPuridsurmal Table

Figure 4.144 — LLDP > LLDP Local Port Detailed Table
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LLDP > LLDP Remote Port Table

This LLDP Remote Port Table page is used to display the LLDP Remote Port Brief Table. Select the port
number and click Search to display additional information.

LLDP Remote Port Brief Table O Ssafeguard
PortlD|Pot1 v/ Find |

PortID: 1

Remote Entities Count: 0

(NONE)

View Normal
View Detailed

Figure 4.145 — LLDP > LLDP Remote Port Table

To view the settings for a remote port, click View Normal and the following page is displayed.

LDP Remote Port Normal Table O Safeguard
PortiD:7

Remote Entities Count: 0

(NONE)

Figure 4.146 — LLDP > LLDP Remote Port Normal Table
To view the detail settings for a remote port, click View Detailed and the following page is displayed.
able o

DP Remote Port Detallea | able

ateguard

PortiD: 7

Remote Entities Count : 0
(NONE)

Figure 4.147 — LLDP > LLDP Remote Port Detailed Table
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